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• Single host	


• Per application	


• Log file parsing
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• Lock out bad guys	


• Allow good guys	


!

1. Modularity	


2. CooRdinated Organization-Wide Defense	


3. Geographical Risk Differentiation	


4. Dictionary-based botnet identification	


5. User/bot password differentiation
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auth

account

session

LDAP, "sufficient"

UNIX, "sufficient"

MakeHome, "required"

CryptoFS, "optional"
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• DNS blacklist
• Geolocation
• Enterprise
• coordination server
• blocking

• Password typos
• Undo enterprise
• coordination server
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• Good? Bad?	


• Network aggregation
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