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Abstract. The ongoingincreasesof line speedin the Internetbackbonecom-
bined with the needfor increasedfunctionality of network devices presentsa
majorchallengefor designersof Internetrouters.Thesedemandscall for theuse
of reprogrammablehardwareto provide therequiredperformanceandfunction-
ality at all network layers.The Field ProgrammablePort Extender(FPX) pro-
videssuchanenvironmentfor developmentof networking componentsin repro-
grammablehardware.We presenta framework to streamlineandsimplify net-
working applicationsthat processATM cells, AAL5 frames,InternetProtocol
(IP) packetsandUDP datagramsdirectly in hardware.We alsodescribea high-
speedIP routingmodule“OBIWAN” built on top of this framework.

1 Intr oduction

In recentyears,field programmablelogic hasbecomesufficiently capableto imple-
mentcomplex networking applicationsdirectly in hardware.TheField Programmable
Port Extenderhasbeenimplementedasa flexible platform for the processingof net-
work datain hardwareat multiple layersof the protocolstack.Layersare important
for networks becausethey allow applicationsto be implementedat a level wherethe
insignificantdetailsarehidden.At the lowestlayer, networksneedto modify the raw
datathatpassesbetweeninterfaces.At higherlevels,theapplicationsprocessvariable
length framesor packagesas in the InternetProtocol.At the user-level, applications
maytransmitor receivemessagesin UserDatagramProtocol(UDP)messages.An im-
portantapplicationfor the network layer is routing and forwardingpackets to other
network nodes.

2 Background

In theApplied ResearchLab at WashingtonUniversityin St. Louis,a rich setof hard-
warecomponentsandsoftwarefor researchin thefield of ATM andactive networking
hasbeendeveloped.Themodulesdescribedin this paperareprimarily targetedto this
kit, thoughthe designis written in portableVHDL andcould be usedin any FPGA-
basedsystem.

� This researchwassupportedin partby NSFANI-0096052andXilinx Corp.
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2.1 Switch Fabric

Thecentralcomponentof this researchenvironmentis theWashingtonUniversityGi-
gabitSwitch(WUGS,[1]). It is a fully featured8-portATM switch,which is capableof
handlingupto 20Gbpsof network traffic. Eachport is connectedthrougha line cardto
theswitch.TheWUGSprovidesspaceto insertextensioncardsbetweentheline cards
andtheswitchitself.

2.2 Field ProgrammablePort Extender

TheField ProgrammablePortExtender(FPX, [2]) providesreprogrammablelogic for
userapplications.A configurationof theswitchandtheFPXis illustratedin Figure1(a).

The FPX containstwo FPGAs:the Network InterfaceDevice (NID) and the Re-
programmableApplicationDevice (RAD). TheNID interconnectstheWUGS,theline
cardandthe RAD via a small switch. It alsoprovidesthe logic to dynamicallyrepro-
gramtheRAD. TheRAD canbeprogrammedto holduser-definedmodules.Hardware
basedprocessingof networking datais madepossiblethatway. TheRAD is alsocon-
nectedto two SRAM andtwo SDRAM components.Thememorymodulescanbeused
to cachecell dataor hold largetables.Figure1(b) illustratesthemajorcomponentson
anFPX board.
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Fig.1. TheWashingtonUniversityGigabitSwitch(WUGS)

2.3 FPX Modules

User applicationsare implementedon the RAD as modules.Modulesare hardware
componentswith a well-definedinterfacewhich communicatewith theRAD andother
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infrastructurecomponents.Thebasicdatainterfaceis a 32-bit wide,Utopia-like inter-
face.ThedatabuscarriesATM headerinformation,aswell asthepayloadof thecells.
The othersignalsin the moduleinterfaceareusedfor congestioncontrol andto con-
nect to memorycontrollersto accessthe off-chip memory[3]. The completemodule
interfaceis documentedin [4].

Usually, two applicationmodulesarepresenton the RAD. Typically, onehandles
datafrom theline cardto theswitch(ingress)andtheotherhandlesdatafrom theswitch
to theline card(egress).As with theTransmutableTelecomSystem[5], modulescanbe
replacedby reprogrammingtheFPGAin thesystematany time.In thecaseof theFPX,
this functionality occursvia partial reprogrammingof the RAD FPGA. Modulescan
be replacedon the fly andindependentlyof eachother. A reconfigurationcomponent
performsahandshakingprotocolwith themodulesto preventlossof data.

3 Network Wrapper Concept

Network protocolsareorganizedin layers.On theATM datalink layer, datais sentin
fixedsizecells.To provide variablelengthdataexchange,a family of ATM Adaption
Layersexists.TheATM AdaptionLayer5 (AAL5) is widely usedto transportIP data
over ATM networks. The Network layer usesIP packets to supportrouting through
multiple,physicallyseparatednetworks.

Componentshavebeendevelopedfor theFPXthatallow applicationsto handledata
on differentlevelsof abstraction.A similar implementationexists for IP over Ethernet
andthecorrespondingnetwork layers[6]. Onthecell level,aStartof Cell (SOC)signal
is givento anapplicationmodule.For AAL5 framebasedapplications,Start-of-Frame
(SOF)andEnd-of-Frame(EOF)signalsindicatethebeginningor theendof anAAL5
frame,respectively. An additionaldata-enablesignal indicateswhethervalid payload
datais beingsent.

Translationstepsarenecessarybetweenlayers.A classicalapproachwould be to
createcomponentsfor eachprotocoltranslation,for instancefrom cell level to AAL5
framelevel.Therewouldneedto beacomponentfor thereversestepaswell, in ourex-
amplefrom theframelevel backto thecell level, i.e., segmentation.In anew approach,
we combinethesetwo translationunits into onecomponent,which hasfour interfaces
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asa consequence:two to supportthe lower level protocolandtwo to provide a higher
level interface,respectively. Also thetwo unitsareconnectedto eachother. This is use-
ful to exchangeadditionalinformationor to bypasstheapplication.Latteris donein the
cell processor(section3.1).

Whenan applicationmoduleis embeddedinto the new translationunit, it getsa
shapelike the letterU (seeFigure2). Regardingthe datastream,theapplicationonly
connectsto thetranslatingcomponent,whichwrapsuptheapplicationitself. Therefore
we will referto thesurroundingcomponentsaswrappers.

To supporthigherlevelsof abstraction,thewrapperscanbenested.Sinceeachhas
awell definedinterfacefor anouterandaninnerprotocollevel, they fit togetherwithin
eachother, asshown in Figure2. As a result,we get a very modulardesignmethod
to supportapplicationsfor different protocolsand levels of abstraction.Associating
eachwrapperwith a specificprotocol,we geta layeredmodelcomparableto thewell
known OSI/ISOnetworking referencemodel.This modularitygivesapplicationdevel-
opersmorefreedomin theirdesigns.They canchoosethelevelof abstractionthey needs
for theirspecificapplication,while notneedingto dealwith thehandlingof complicated
protocolissues,like frameboundariesor checksums.

3.1 Cell basedprocessing

At the lowest level of abstraction,datais sent in fixed length cells. Applicationsor
wrappersworking on that protocol level typically processthe ATM headerandfilter
cells by their virtual channel.FPX Modulescommunicatewith softwarevia control
cells,ATM cellswith a well-definedstructureusedto performremoteconfiguration.

FPX Cell Processor The wrapperon the lowest level is the cell processor(seeFig-
ure 3). It performsevery necessarystepon the cell level that is commonto all FPX
modules.First of all, incomingATM cellsarecheckedagainsttheirHeaderErrorCon-
trol (HEC) field, which is part of the 5 octetheader. An 8 bit CRC is usedto prevent
erroredcellsfrom beingmisrouting.If thecheckfails, thecell is dropped.
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Set
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Fig.3. Cell processor

Acceptedcellsarequeriedabouttheir virtual channelinformationin thenext step.
Thecell processordistinguishesbetweenthreedifferentflows:
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1. Thecell is on thedataVC for this module.In this case,thecell will be forwarded
to theinnerinterfaceof thewrapperandthusto theapplication.

2. Thecell is onthecontrolcell VC andis taggedwith thecorrectmoduleID. Control
cellsareprocessedby thecell processoritself.

3. Noneof the above, i.e., this cell is not destinedfor this module.Thesecells are
bypassedandtakea shortcutto theoutputof thecell processor.

Thecell processorprovidesthreeFIFOsto buffer cellsfrom eitherof thethreepaths.
A multiplexercombinesthemandforwardsthecells to their laststop.Justbeforethey
leave thecell processor, a new HEC is computed.

The control cell handlinginsidethe cell processoris designedto be very flexible,
thusmakingit easyfor applicationdevelopersto extendits functionalityto fit theneeds
of their modules.Sinceuserapplicationswill typically supportmoretypesof control
cells thanthe standardtypes,extendibility wasan importantgoal in the designof the
cell processor. A control cell processingframework handlescommoncaseslike data
integrity.

3.2 Frame basedprocessing

To handledatawith arbitrarylengthover ATM networks,datais organizedin frames,
which are sentasmultiple cells. Several adaptionlayershave beenspecified,which
differ in the propertyof beingconnection-orientedor connectionless,in the ability to
multiplex severalprotocolsover onevirtual channelandto reordercellsduring trans-
mission.

In theATM AdaptionLayer5 (AAL5) [7, 8] datagramsor framesof arbitrarylength
areput into protocoldataunits(PDU).A PDU’slengthis alwaysamultipleof 48octets,
becausea PDU is sentasa multiple of ATM cells.Onebit in theATM header, theuser
bit of thePTI field, is usedto indicatewhethera cell is thelastoneof a PDU.Thelast
8 octetsof thePDU areusedby a trailer, which containsinformationabouttheactual
lengthof theframeanda 32 bit CRCto ensuredataintegrity.

Theframeprocessoris a wrappermodulefor theFPX to handleAAL5 framedata.
Its interfaceis designedto give applicationmodulesa moreabstractview of the data.
TheframeprocessorreplacestheStart-of-Cellsignalwith threesignals,namelyStart-
of-Frame(SOF),End-of-Frame(EOF) andData-Enable(DataEn).As the nameindi-
cates,SOFindicatesthetransmissionof anew frame.TheData-Enablesignalindicates
valid payloaddata.It canbeseenasanenablesignalfor thedataprocessingapplication.
It is completelyindependentfrom thecell structure.Applicationscanthereforeresize
framesor appenddataveryeasily. Also generatingnew framesis now moreconvenient.
After theEOFsignal,two morewordsaresent,whichcontaintheoptionandthelength
field andanindicationwhethertheframewastransmittedcorrectly.

3.3 IP Packet Processing

The IP processorwasdevelopedto supportIP basedapplications.It inherits the sig-
nalling interfacefrom theframeprocessorandaddsaStart-of-Payload(SOP)signal,to
indicatethepayloadaftertheIP header. This wrapperservesthreeprimaryfunctions:
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1. CheckingtheIP headerintegrity, i.e., thecorrectnessof theheaderchecksum.Cor-
rupt packetsaredropped.

2. DecrementingtheTimeTo Live(TTL) field. As of RFC1812[9] all IP processing
entitiesarerequiredto decrementthisfield. Oncethisfield reacheszero,thepacket
shouldnot beforwardedany more.This is to preventpacketsfrom loopingaround
in networksdueto mis-configuredrouters.

3. Recomputethelengthandtheheaderchecksumon outgoingIP packets.

An IP headerhasthe lengthof 20 bytes,or 5 words.1 Thewholeheadermustpassthe
headercheckbeforeany decisionaboutits integrity canbemade.TheIP Processorcom-
putesandthencomparestheheaderchecksum.Onafailure,thepacket is not forwarded
to theapplication.If theTime-To-Livefield of anincomingpacket is alreadyzero,the
packet is alsodroppedandanICMP packet is sentinstead.On outgoingIP packetsthe
lengthfield in the headerand the headerchecksumaresetaccordingly. Therefore,a
wholepackethasto bebuffered,beforetheactuallengthcanbedetermined.

We have alsoimplementeda processorto handleUserDatagramProtocol(UDP)
packets.This wrappergivesan indicationto the embeddedapplicationwhenthe data
containsthepayloadof sucha packetandhandlestheUDP checksumandlengthfield.
TheUDP processoris usedfor anapplicationthatis not describedin thispaper.

4 IP router OBIWAN

To demonstratethe functionality of our framework, we will now presenta fully func-
tional InternetProtocol router, which we call OBIWAN (Optimal Binary searchIP
lookup for Wide Area Networks). The router usesone external SRAM moduleand
an internalbitmap.Routingentriescanbe configuredwith control cells asmentioned
in section3.1. The routerextractsthe destinationIP addressof incomingIP packets,
which areencapsulatedin AAL5 frames,buffers the datawhile the IP lookup is per-
formedandforwardsthepacketswith theVCI beingreplacedaccordingto thenext hop
information.TheWUGSswitchesthepacketsto oneof theeightportsaccordingto the
new VCI. OBIWAN canoperateat full line speed,i.e., 2.4Gbps.It is designedto even
work at theworstcase,which is oneIP packet in every ATM cell, or onelookupevery
16 clockcycles.Thisprovidesa numberof up to 6.25million IP packetspersecond.

4.1 Lookup Algorithm

Thelookupalgorithmthatwe usedfor our implementationis a binarysearchoverpre-
fix lengthsusinghashtables.This algorithmis documentedin detail in [10,11]. The
basicalgorithmusesa hashtablefor eachprefix length.A hashkey anda valuecanbe
determinedfrom theprefix andwill bestoredin thetable.Whena lookupis requested,
thebasicalgorithmperformsa binarysearchfor thebestmatchingprefix. It startswith
the prefix length16, anddependingon a matchit continuesthe searchwith a longer,
i.e., 24 bits or a shorter, i.e., 8 bits length,until the longestmatchingprefix lengthhas

1 This appliesto thevastmajority of IP packetsthatdonotcontainany IP options.
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beendetermined.Thenumberof iterations,i.e., thedepthof thebinary searchtreeof
thebasicschemeis five.

Thoughthealgorithmgivenaboveperformsverywell already, in termsof memory
accesses,it still requires3 simultaneouslookupsto guaranteeline speedoperation.
Reducingthenumberof memoryaccessesis ourmaingoalin improving thealgorithm
above. This can be doneby reducingthe depthof the binary searchtree. First, the
algorithmcombinestwo adjacentprefix lengthby expandingtheshorterprefix to two
morespecificroutingentries,which reducesthemaximumdepthof our searchtreeby
one.

Many routing entrieshave a prefix lengthshorteror equalto 16 andour analysis
of network traffic hasshown, that around50% of all routedIP packetswill take one
of theseroutes.Theseresultsled us to implementa bitmapfor thefirst 16 prefix bits,
which indicate,whethera longerprefix exists in the hashtables.This doesnot only
reducethebinarysearchtreeby anotherlevel, but alsoimprovesthe lookupspeedfor
everysecondIP packetsignificantly.

To reducethe overall memoryconsumptionof the hashtablesand to reducethe
probabilityof collisions,weonly usetwo relatively largehashtables.Onefor all prefix
lengthsfrom 17 to 24, andanotheronefor the range25 to 32. Our final configuration
givesustwo hashtableswith four bucketsperkey each.Thetablefor theshorterpre-
fixescontains64k entrieswith four bucketsper word, the other32k entrieswith two
bucketsper word. The key andvaluefunctionsusea simplebit extractionalgorithm,
which is very efficient in hardware.Testshave shown, that this configurationis useful
with realroutingtablesanddoesnot givemany collisions.Despitethefixednumberof
bucketsper hashtableentry, collisionscanstill be resolved by expandinga prefix to
moreentries,thusmoving themto otherlocationsin thetable.

For eachmatchin a hashtable,the lookupalgorithmshoulddeterminea next hop
information.Sincethis informationis only necessaryat theveryendof thelookup,we
separatedit from thehashtablesandput themin a shadow-tableto avoid unnecessary
memorybandwidthusage.

4.2 Implementation

WhenIP packetsfirst comeinto the router, theIP destinationaddressis extractedand
forwardedto theactualIP lookupengine.At thesametime, thewholepacket is stored
in aFIFO(figure4). Thepacketcanonly beforwardedwhenthenext hopinformation,
which is anew VCI, is availablefrom thelookupengine.While thepacket is written to
theFIFO, thepayloadwordsarecounted.Thenumberis thenput in a separatequeue.
On the output side of the router, the IP packets are forwarded,with the VCI being
replaced,assoonasthe next hop information is availablefrom the IP lookup.There
is alsoa queuefor next hop information,in casethe outputport is congestedandIP
packetscannotbeforwardedfastenough.

The actualIP lookup engine(seeFigure 5) takesa destinationIP addresson its
input anddeliversa next hop information(VCI) on its outputaftersometime. TheIP
lookupengineworksstrictly in order. TheIP addressis first checkedagainsttheinternal
bitmap,which is locatedin on-chipmemory. As mentionedearlier, thebitmapcontains
theinformation,if thelongestprefix for this addresshasat most16 bits.Thereforethe
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Wrappers: Cell Processor, Frame Processor, IP Processor
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bitmapis HJI�KMLONQPSRUT in size.If thereis no longerprefix than16 bits, thenext step,the
binarysearchoverhashtablelookups,is skippedandanext hopaddressis forwarded.A
next hopaddressencodesthelocationof thenext hopinformationin SRAM. Otherwise
theIP addressis forwardedto oneof two engines,which performthebinarysearch.
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Thebinarysearchunits(seeFigure6) startwith a prefix lengthof 24 bits,compute
a key/valuepair for thehashtableandsettheaddressfor memoryaccess.Becauseof
buffersat thechip boundariesandinsidethelookupengine,it takes6 clockcycles,un-
til the datafrom memorycanbe evaluated.During that time, somepre-computations
aredone:the next possiblelongerandshorterprefix lengthsaredetermined,the cor-
respondingkey/valuepairsandmemoryaddressesarecomputedandstored.Whenthe
datawordsare finally available, the valuesof all bucketsare comparedto the value
correspondingto thecurrentIP address.On a match,theaddressfor the longerprefix
is selectedfor thenext iteration,otherwisetheaddressfor theshorterprefix is chosen.
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A matchalsoupdatesthenext hopaddressfor thebestmatchingprefix,which initially
pointsto the 16 bit prefix of the IP address.After a total of 3 iterations,the next hop
addressis forwardedto retrieve thenext hopinformationfor thecurrentIP address.
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Before we can readthe next hop information from memory, we have to reorder
thenext hopaddresses,comingfrom threedifferentlocations.Sincesomenext hopad-
dressesbypassthebinarysearch,they mayarriveoutof order. Thenext hopinformation
is readfrom a shadow tablein memory.

5 Implementation Results

Our framework andthe IP routeraredesignedfor the FPX. The systemclock on the
FPX is 100MHz andtheFPGAusedis a Xilinx Virtex E 1000-7.Thefollowing table
givesthesize(in lookuptables)andthemaximumspeedof ourcomponentsontheFPX
hardware.

Wrapper/ModuleLUTs Speed(MHz)
Cell Processor 760 118
FrameProcessor 312 116
IP Processor 680 109
OBIWAN 1196 111

6 Conclusions

We havepresenteda framework for IP packetprocessingapplicationsin hardware.Al-
thoughourcurrentimplementationwasdirectedfor usein theFieldProgrammablePort
Extender, theframework is very generalandcanbeeasilyadaptedto otherplatforms.
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We introducetheconceptof U-shapedwrappers,whereeachhandlesa particularpro-
tocol level. Unlike the traditionalpre-/postprocessorseparation,theU shapeallows to
put componentslogically together, increasingthe flexibility andreducingthe number
of cross-dependencies.Thecommoninterfacebetweenlayersalsolowersthe learning
curve.

Theframework is usefulfor applicationdevelopers,who aredesigningin thearea
of IP networking andATM. We alsopresenteda fully functionalIP router, which runs
at 2.4Gbps(OC-48)andis basedon our framework. Theentirerouterconsistingof all
components(controlcell processor, memoryinterface,frameprocessor, andOBIWAN
router)have beensynthesizedfor a Xilinx Virtex andfit within 17%of anXCV1000E
FPGA.This indicatesthat thelayeringemployeddoesnot adverselyaffect sizeor per-
formance.Besidesthebasicrouter, thereis still plentyof spacefor future,application-
definedfunctions,suchashardware-acceleratedactivenetworking or securityprocess-
ing.
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