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Abstract. The ongoingincrease®f line speedin the Internetbackbonecom-
bined with the needfor increasedunctionality of network devices presentsa
major challengéfor designerof Internetrouters. Thesedemandsall for theuse
of reprogrammabléardwareto provide the requiredperformancendfunction-
ality at all network layers.The Field Programmabldort Extender(FPX) pro-
videssuchanenvironmentfor developmentof networking componentén repro-
grammablehardware. We presenta framework to streamlineand simplify net-
working applicationsthat processATM cells, AAL5 frames,InternetProtocol
(IP) pacletsandUDP datagramglirectly in hardware.We alsodescribea high-
speedP routingmodule“*OBIWAN" built ontop of this framework.

1 Intr oduction

In recentyears,field programmabldogic hasbecomesufiiciently capableto imple-
mentcomplex networking applicationsdirectly in hardware.The Field Programmable
Port Extenderhasbeenimplementedas a flexible platform for the processingf net-
work datain hardware at multiple layersof the protocol stack.Layersare important
for networks becausedhey allow applicationsto be implementedat a level wherethe
insignificantdetailsare hidden.At the lowestlayer, networks needto modify the raw
datathat passedetweerinterfaces At higherlevels,the applicationgprocessvariable
lengthframesor packagesasin the InternetProtocol. At the userlevel, applications
maytransmitor receve messagem UserDatagramProtocol(UDP) messagesdAn im-
portantapplicationfor the network layer is routing and forwarding pacletsto other
network nodes.

2 Background

In the Applied Research.ab at WashingtonUniversityin St. Louis, arich setof hard-
warecomponentandsoftwarefor researchn thefield of ATM andactive networking
hasbeendeveloped.The modulesdescribedn this paperare primarily targetedto this
kit, thoughthe designis written in portableVHDL and could be usedin any FPGA-
basedsystem.

* This researchlwassupportedn partby NSFANI-0096052andXilinx Corp.



2.1 Switch Fabric

The centralcomponenbf this researchernvironmentis the WashingtonUniversity Gi-

gabitSwitch(WUGS,[1]). It is afully featuredB-portATM switch,whichis capableof

handlingupto 20 Gbpsof network traffic. Eachportis connectedhroughaline cardto

theswitch. The WUGS providesspaceto insertextensioncardsbetweertheline cards
andthe switchitself.

2.2 Field ProgrammablePort Extender

The Field Programmablé@ort Extender(FPX, [2]) providesreprogrammabléogic for
userapplicationsA configuratiorof theswitchandtheFPXis illustratedin Figurel(a).

The FPX containstwo FPGAs:the Network Interface Device (NID) andthe Re-
programmablé\pplication Device (RAD). TheNID interconnectshe WUGS, theline
cardandthe RAD via a small switch. It alsoprovidesthe logic to dynamicallyrepro-
gramtheRAD. TheRAD canbe programmedo hold userdefinedmodulesHardware
basedprocessingf networking datais madepossiblethatway. The RAD is alsocon-
nectedo two SRAM andtwo SDRAM componentsThememorymodulescanbeused
to cachecell dataor hold large tables.Figure 1(b) illustratesthe majorcomponent®n
anFPXboard.
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Fig. 1. The WashingtorlUniversity Gigabit Switch (WUGS)

2.3 FPX Modules

User applicationsare implementedon the RAD as modules.Modulesare hardware
componentsvith a well-definedinterfacewhich communicatevith the RAD andother



infrastructurecomponentsThe basicdatainterfaceis a 32-bit wide, Utopia-like inter-
face.ThedatabuscarriesATM headeiinformation,aswell asthe payloadof the cells.
The othersignalsin the moduleinterfaceare usedfor congestiorcontrolandto con-
nectto memorycontrollersto accesghe off-chip memory[3]. The completemodule
interfaceis documentedhn [4].

Usually, two applicationmodulesare presenton the RAD. Typically, onehandles
datafrom theline cardto the switch(ingressjandthe otherhandleddatafrom the switch
totheline card(egress)As with the TransmutabldelecomSysten 5], modulescanbe
replacedby reprogramminghe FPGAIn thesystematary time. In thecaseof theFPX,
this functionality occursvia partial reprogrammingf the RAD FPGA. Modulescan
be replacedon the fly andindependentlyof eachother A reconfiguratiorcomponent
performsa handshakingprotocolwith the modulesto preventlossof data.

3 Network Wrapper Concept

Network protocolsareorganizedn layers.On the ATM datalink layer, datais sentin
fixed sizecells. To provide variablelengthdataexchange a family of ATM Adaption
Layersexists. The ATM AdaptionLayer5 (AALS5) is widely usedto transportP data
over ATM networks. The Network layer usesIP pacletsto supportrouting through
multiple, physicallyseparatedetworks.

Componenthave beendevelopedfor the FPX thatallow applicationgo handledata
on differentlevels of abstractionA similar implementatiorexistsfor IP over Ethernet
andthe correspondingietwork layers[6]. Onthecell level, a Startof Cell (SOC)signal
is givento anapplicationmodule.For AAL5 framebasedapplications Start-of-Frame
(SOF)andEnd-of-FramgEOF) signalsindicatethe beginning or the endof an AALS
frame,respectiely. An additionaldata-enablesignalindicateswhethervalid payload
datais beingsent.

Translationstepsare necessanpetweenlayers.A classicalapproachwould be to
createcomponentgor eachprotocoltranslation for instancefrom cell level to AALS
framelevel. Therewould needto bea componenfor thereversestepaswell, in ourex-
amplefrom theframelevel backto thecell level, i.e., sggmentationin anew approach,
we combinethesetwo translationunitsinto onecomponentwhich hasfour interfaces

| gl Applicatio L gl

Wrapper

Wrapper

Fig. 2. Wrapperconcept



asa consequenceawo to supportthe lower level protocolandtwo to provide a higher
level interface respectiely. Also thetwo unitsareconnectedo eachother Thisis use-
ful to exchangeadditionalinformationor to bypasgheapplication.Latteris donein the
cell processofsection3.1).

Whenan applicationmoduleis embeddednto the new translationunit, it getsa
shapdike the letter U (seeFigure 2). Regardingthe datastream the applicationonly
connectdo thetranslatingcomponentwhich wrapsup the applicationitself. Therefore
we will referto the surroundingcomponent&swrappers.

To supporthigherlevels of abstractionthe wrapperscanbe nested Sinceeachhas
awell definedinterfacefor anouterandaninnerprotocollevel, they fit togethemwithin
eachother, asshowvn in Figure 2. As a result,we get a very modulardesignmethod
to supportapplicationsfor different protocolsand levels of abstraction Associating
eachwrapperwith a specificprotocol,we geta layeredmodelcomparabldo the well
known OSI/ISOnetworking referencenodel. This modularitygivesapplicationdevel-
opersmorefreedomin theirdesignsThey canchoosehelevel of abstractionthey needs
for their specificapplicationwhile notneedingo dealwith the handlingof complicated
protocolissues|ike frameboundariesr checksums.

3.1 Cell basedprocessing

At the lowestlevel of abstractiondatais sentin fixed length cells. Applicationsor
wrappersworking on that protocollevel typically procesghe ATM headerandfilter
cells by their virtual channel.FPX Modulescommunicatewith software via control
cells,ATM cellswith awell-definedstructureusedto performremoteconfiguration.

FPX Cell Processor The wrapperon the lowestlevel is the cell processofseeFig-
ure 3). It performsevery necessangtepon the cell level thatis commonto all FPX
modulesFirstof all, incomingATM cellsarechecledagainstheir HeaderError Con-
trol (HEC) field, which is partof the 5 octetheaderAn 8 bit CRC s usedto prevent
erroredcellsfrom beingmisrouting.If the checkfails,thecell is dropped.
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Fig. 3. Cell processor

Acceptedcellsarequeriedabouttheir virtual channelinformationin the next step.
The cell processodistinguishebetweerthreedifferentflows:



1. Thecellis onthedataVC for this module.In this case the cell will beforwarded
to theinnerinterfaceof the wrapperandthusto the application.

2. Thecellis onthecontrolcell VC andis taggedwith thecorrectmodulelD. Control
cellsareprocessedtby thecell processoitself.

3. None of the above, i.e,, this cell is not destinedfor this module. Thesecells are
bypassedndtake a shortcutto the outputof the cell processar

Thecell processoprovidesthreeFIFOsto buffer cellsfrom eitherof thethreepaths.
A multiplexer combinegshemandforwardsthe cellsto their last stop.Justbeforethey
leave thecell processaranev HEC is computed.

The control cell handlinginsidethe cell processois designedo be very flexible,
thusmakingit easyfor applicationdevelopergto extendits functionalityto fit theneeds
of their modules.Sinceuserapplicationswill typically supportmoretypesof control
cellsthanthe standardypes,extendibility wasan importantgoal in the designof the
cell processarA control cell processingramenork handlescommoncasedike data

integrity.

3.2 Frame basedprocessing

To handledatawith arbitrarylengthover ATM networks, datais organizedin frames,
which are sentas multiple cells. Several adaptionlayershave beenspecified,which
differ in the propertyof beingconnection-orientedr connectionlessn the ability to
multiplex several protocolsover onevirtual channelandto reordercells during trans-
mission.

Inthe ATM AdaptionLayer5 (AAL5) [7, 8] datagramer framesof arbitrarylength
areputinto protocoldataunits(PDU).A PDU’slengthis alwaysamultiple of 48 octets,
because@ PDU is sentasa multiple of ATM cells.Onebit in the ATM headertheuser
bit of the PTI field, is usedto indicatewhethera cell is the lastoneof a PDU. Thelast
8 octetsof the PDU areusedby atrailer, which containsinformationaboutthe actual
lengthof theframeanda 32 bit CRCto ensuredataintegrity.

Theframeprocessois a wrappemodulefor the FPXto handleAALS framedata.
Its interfaceis designedo give applicationmodulesa more abstractview of the data.
The frameprocessoreplaceghe Start-of-Cellsignalwith threesignals,namelyStart-
of-Frame(SOF), End-of-Framg EOF) and Data-EnablgDataEn).As the nameindi-
cates SOFindicateghetransmissiorof a new frame.The Data-Enableignalindicates
valid payloaddata.lt canbeseerasanenablesignalfor thedataprocessingpplication.
It is completelyindependenfrom the cell structure Applicationscanthereforeresize
framesor appendiatavery easily Also generatingnew framesis now morecorvenient.
After the EOFsignal,two morewordsaresent,which containtheoptionandthelength
field andanindicationwhetherthe framewastransmitteccorrectly

3.3 IP Packet Processing

The IP processowas developedto supportlP basedapplications.t inheritsthe sig-
nalling interfacefrom theframeprocessoandaddsa Start-of-Rayload(SOP)signal,to
indicatethe payloadafterthe IP headerThis wrappersenesthreeprimaryfunctions:



1. CheckingtheIP headeiintegrity, i.e., the correctnessf theheaderchecksumCor-
rupt packetsaredropped.

2. Decrementinghe Time To Live (TTL) field. As of RFC1812[9] all IP processing
entitiesarerequiredto decrementhisfield. Oncethisfield reachezero,the paclet
shouldnot beforwardedany more.This s to preventpacletsfrom loopingaround
in networksdueto mis-configuredouters.

3. Recomputehelengthandthe headeichecksuron outgoinglP paclets.

An IP heademhasthe lengthof 20 bytes,or 5 words! Thewhole heademustpassthe
headercheckbeforeary decisionaboutits integrity canbemade ThelP Processocom-
putesandthencompareshe headechecksumOn afailure,the pacletis notforwarded
to theapplication.If the Time-To-Live field of anincomingpacletis alreadyzero,the
pacletis alsodroppedandanICMP pacletis sentinstead On outgoinglP pacletsthe
lengthfield in the headerand the headerchecksumare setaccordingly Therefore,a
whole paclet hasto be buffered,beforethe actuallengthcanbe determined.

We have alsoimplementeda processoto handleUser DatagramProtocol (UDP)
paclets. This wrappergivesanindicationto the embeddedpplicationwhenthe data
containsthe payloadof sucha packetandhandleghe UDP checksunmandlengthfield.
The UDP processois usedfor anapplicationthatis not describedn this paper

4 |IP router OBIWAN

To demonstratéhe functionality of our framework, we will now presenta fully func-

tional Internet Protocol router, which we call OBIWAN (Optimal Binary searchlP

lookup for Wide Area Networks). The router usesone external SRAM module and
aninternalbitmap. Routingentriescanbe configuredwith control cellsasmentioned
in section3.1. The router extractsthe destinationlP addresf incomingIP paclets,
which areencapsulateth AAL5 frames,buffersthe datawhile the IP lookupis per

formedandforwardsthe pacletswith the VCI beingreplacedaccordingo thenext hop
information. The WUGS switchesthe pacletsto oneof the eightportsaccordingo the
new VCI. OBIWAN canoperateatfull line speedj.e., 2.4 Gbps.It is designedo even
work attheworstcasewhichis onelP pacletin every ATM cell, or onelookup every
16 clock cycles.This providesa numberof upto 6.25million IP paclketspersecond.

4.1 Lookup Algorithm

Thelookupalgorithmthatwe usedfor ourimplementatioris a binary searchover pre-
fix lengthsusing hashtables.This algorithmis documentedn detailin [10,11]. The
basicalgorithmusesa hashtablefor eachprefix length.A hashkey anda valuecanbe
determinedrom the prefix andwill be storedin thetable.Whenalookupis requested,
the basicalgorithmperformsabinary searchor the bestmatchingprefix. It startswith
the prefix length 16, anddependingon a matchit continuesthe searchwith a longer,
i.e., 24 bits or a shorteri.e., 8 bits length,until the longestmatchingprefix lengthhas

! This appliesto the vastmajority of IP pacletsthatdo not containary IP options.



beendeterminedThe numberof iterations,i.e., the depthof the binary searchtree of
thebasicschemas five.

Thoughthe algorithmgivenabove performsvery well alreadyin termsof memory
accessesi still requires3 simultaneoudookupsto guarantedine speedoperation.
Reducingthe numberof memoryaccesses our maingoalin improving the algorithm
above. This can be done by reducingthe depthof the binary searchtree. First, the
algorithmcombineswo adjacentprefix lengthby expandingthe shorterprefix to two
morespecificrouting entries which reduceghe maximumdepthof our searchreeby
one.

Many routing entrieshave a prefix length shorteror equalto 16 and our analysis
of network traffic hasshawn, that around50% of all routedIP pacletswill take one
of theseroutes.Theseresultsled usto implementa bitmapfor the first 16 prefix bits,
which indicate,whethera longer prefix exists in the hashtables.This doesnot only
reducethe binary searchtree by anotherevel, but alsoimprovesthe lookup speedor
every secondP pacletsignificantly

To reducethe overall memoryconsumptionof the hashtablesandto reducethe
probability of collisions,we only usetwo relatively large hashtables.Onefor all prefix
lengthsfrom 17 to 24, andanotheronefor the range25 to 32. Our final configuration
givesustwo hashtableswith four bucketsperkey each.Thetablefor the shorterpre-
fixescontains64k entrieswith four buckets per word, the other 32k entrieswith two
bucketsperword. The key andvalue functionsusea simple bit extractionalgorithm,
which is very efficientin hardware. Testshave shawvn, thatthis configurationis useful
with realroutingtablesanddoesnot give mary collisions.Despitethe fixed numberof
buckets per hashtable entry, collisionscanstill be resohed by expandinga prefix to
moreentries thusmoving themto otherlocationsin thetable.

For eachmatchin a hashtable,the lookup algorithmshoulddeterminea next hop
information.Sincethis informationis only necessargat the very endof the lookup,we
separatedt from the hashtablesandput themin a shadev-tableto avoid unnecessary
memorybandwidthusage.

4.2 Implementation

WhenlP pacletsfirst comeinto the router, the IP destinationaddresss extractedand
forwardedto the actuallP lookup engine At the sametime, thewhole pacletis stored
in aFIFO (figure4). The paclketcanonly beforwardedwhenthe next hopinformation,
whichis anew VCI, is availablefrom thelookupengine While the pacletis writtento
the FIFO, the payloadwordsarecounted. The numberis thenputin a separatejueue.
On the outputside of the router, the IP paclets are forwarded,with the VCI being
replacedassoonasthe next hop informationis available from the IP lookup. There
is alsoa queuefor next hop information,in casethe outputport is congestedand IP
pacletscannotbe forwardedfastenough.

The actual IP lookup engine(seeFigure 5) takes a destinationlP addresson its
input anddeliversa next hopinformation(VCI) on its outputafter sometime. TheIP
lookupengineworksstrictly in order ThelP addresss first checledagainstheinternal
bitmap,whichis locatedin on-chipmemory As mentioneckarlier, the bitmapcontains
theinformation,if the longestprefix for this addresshasat most16 bits. Thereforethe
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bitmapis 216 = 64kb in size.If thereis nolongerprefix than16 bits, the next step,the
binarysearcloverhashtablelookups,is skippedandanext hopaddresss forwarded A
next hopaddres&encodeshelocationof thenext hopinformationin SRAM. Otherwise
thelP addresss forwardedto oneof two engineswhich performthe binary search.
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Fig. 5. IP routinglookup (block diagram)

Thebinarysearchunits (seeFigure6) startwith a prefix lengthof 24 bits, compute
a key/valuepair for the hashtable andsetthe addresgor memoryaccessBecauseof
buffersatthe chip boundarieandinsidethelookupengine,t takes6 clock cycles,un-
til the datafrom memorycanbe evaluated During that time, somepre-computations
aredone:the next possiblelongerand shorterprefix lengthsare determinedthe cor-
respondingkey/valuepairsandmemoryaddresseare computedandstored Whenthe
datawords are finally available,the valuesof all buckets are comparedto the value
correspondingdo the currentlP addressOn a match,the addresdor the longer prefix
is selectedor the next iteration,otherwisethe addresdgor the shorterprefix is chosen.



A matchalsoupdateghe next hopaddresdor the bestmatchingprefix, which initially
pointsto the 16 bit prefix of the IP addressAfter a total of 3 iterations,the next hop
addresss forwardedto retrieve the next hopinformationfor the currentlP address.
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Before we canreadthe next hop information from memory we have to reorder
thenext hopaddresseg,omingfrom threedifferentlocations.Sincesomenext hopad-
dressedypasghebinarysearchthey mayarrive outof order Thenext hopinformation
is readfrom a shadav tablein memory

5 Implementation Results

Our framavork andthe IP routerare designedor the FPX. The systemclock on the
FPXis 100MHz andthe FPGAusedis a Xilinx Virtex E 1000-7.Thefollowing table
givesthesize(in lookuptables)andthemaximumspeedf ourcomponententhe FPX
hardware.

Wrapper/Moduld UTs|SpeedMHz)]
CellProcessor | 760 118
FrameProcessor 312 116
IP Processor 680 109
OBIWAN 1196 111

6 Conclusions

We have presented frameawork for IP paclket processingpplicationsn hardware.Al-
thoughour currentimplementatiorwasdirectedfor usein theField Programmabl@ort
Extendeythe frameawork is very generalandcanbe easilyadaptedo otherplatforms.
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We introducethe conceptof U-shapedvrapperswhereeachhandlesa particularpro-
tocol level. Unlike the traditional pre-/postprocessaeparationthe U shapeallows to
put componentdogically together increasingthe flexibility andreducingthe number
of cross-dependencieshe commoninterfacebetweernlayersalsolowersthelearning
curve.

The framework is usefulfor applicationdeveloperswho aredesigningin the area
of IP networking andATM. We alsopresentedh fully functionallP router, which runs
at2.4Gbps(OC-48)andis basedn our framework. The entirerouterconsistingof all
componentgcontrolcell processqgmemoryinterface,frameprocessqrand OBIWAN
router)have beensynthesizedor a Xilinx Virtex andfit within 17% of an XCV1000E
FPGA.Thisindicatesthatthe layeringemployeddoesnot adwerselyaffect sizeor per
formance Besideghebasicrouter, thereis still plenty of spacefor future,application-
definedfunctions,suchashardware-acceleratedctive networking or securityprocess-

ing.
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