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ETH,Zürich

milind@dnrc.bell-labs.com,suri@cs.wustl.edu,mwa@tik.ee.ethz.ch

ABSTRACT

Packet classificationis the problemof matchingeachincoming packet at a
routeragainstadatabaseof filters,whichspecifyforwardingrulesfor thepack-
ets. The filters area powerful anduniform way to implementnew network
servicessuchasfirewalls,Network AddressTranslation(NAT), Virtual Private
Networks(VPN), andper-flow or class-basedQualityof Service(QOS) guaran-
tees[4]. While severalschemeshave beenproposedrecentlythatcanperform
packetclassificationathighspeeds,noneof themachievesfastworst-casetime
for addingor deletingfilters from the database[3, 8, 9]. In this paper, we
presenta new scheme,basedon spacedecomposition,whosesearchtime is
comparableto thebestexisting schemes,but which alsooffersfastworst-case
filter updatetime. The threekey ideasin this algorithmareas follows: (1)
innovative data-structurebasedon quadtreesfor a hierarchicalrepresentation
of therecursively decomposedsearchspace,(2) fractionalcascadingandpre-
computationto improvepacketclassificationtime,and(3)prefixpartitioningto
improve updatetime. Dependingon theactualrequirementsof thesystemthis
algorithmis deployed in, a singleparameter� canbeusedto tradeoff search
time for updatetime. Also, this algorithmis amenableto fast software and
hardwareimplementation.

1. INTRODUCTION

In recentyearsthe Internethastransformedfrom a early day low speed
network connectingpredominantlyeducationalinstitutionsto agargantuanfast



growing commercialinfrastructure.Thediverseusersof theInternetnow range
from ordinaryhomeusersdownloadingrecipesto largecorporationsconduct-
ing sensitive transactionsover the net. The expectationsin termsof security,
privacy, performance,and reliability of thesediverseusersare dramatically
different. Realizingthis, InternetServiceProviders(ISP) areenvisioningnew
differentiatednetwork servicesthatcanmeetdemandsof thefull spectrumof
clients.For example,acorporationthathasmultiplesitesmaywantto connect
its internalnetworksusingthe Internetbut requeststrict bandwidthanddelay
guaranteesandrequirethat all its packetsbe encryptedasthey flow through
the Internet. To provide this new network service,commonlytermedasVir-
tual Private Networks(VPN), the routersmust be able to recognizepackets
originatingfrom or destinedto corporationsitesandprocessthemdifferently
thanotherpackets. However, IP routersthat provide the best-effort Internet
serviceof todaydifferentiatepacketsbasedonly on the IP destinationaddress,
theminimumrequirementto getthepacket closerandcloserto its destination.
To realizea servicesuchasVPN requiresthe routerto look at additionalnet-
work layerinformationsuchasthesourceaddress,protocoltype,andtransport
protocolfieldssuchassource,destinationports[8, 9]. This new paradigmfor
packet forwardingbasedon network (ISO/OSILayer 3) andtransport(Layer
4) level information is termedas Layer 4 Forwarding or Layer 4 Switching
andis centralto realizationof new differentiatednetwork servicessuchasfire-
walls,Network AddressTranslation,Virtual PrivateNetworks,andper-flow or
class-basedQuality of Service(QOS) guarantees.A routersupportingLayer4
Switchingmaintainsa tableof rulesfor classifyingpackets,commonlycalled
filters. Eachrule alsohasan action item associatedwith it. Two important
aspectsof Layer4 packet classificationare: (1) filter search — classify/match
every incomingpacket to a lowestcost/highestpriority filter andperformsthe
associatedactionon the packet. (2) filter update— updatefilter tablein the
eventof a filter additionor deletion.To bereadyfor thegrowing demandsof
usersandISPs, a Layer4 routermustbeperformthefilter matchingoperation
atGigabitpersecondrate.However, it is becomingincreasinglyevidentthatin
additionto this,servicessuchasfirewallsandNAT requiretherouterto support
insertionanddeletionof filters with sub-secondlatency. Unfortunately, recent
packetclassificationalgorithmsreportedin theliteratureonly supportfastfilter
searchandrequireprohibitively large updatetime that grows at leastlinearly
with thenumberof filters in thedatabaseor evenrequireacompleterebuild of
thelookupstructure[8, 9, 3]. In addition,for a filter databasewith

�
entries,

someof thesealgorithms[3, 9] require ��� �����
spacewhich is prohibitively

high.



Contributions

In thispaper, wedescribeaclassof algorithmscalled(PACARS) — PAcket
ClassificationAlgorithmsusingRecursive Space-decompositionsandpresent
in detail a specificinstancecalledArea-basedQuadTree (AQT). We focus
primarily on 2-dimensionalprefix basedfilters. However, our schemecanbe
extendedto multi-dimensionalfiltersusingwell known techniquesin [8].

For
�

two-dimensionalfilters,our schemerequires��� �	�
space,��� ��
 �

worst-casesearchtime, and ��� ��
� ���
worst-caseupdate(insert/delete)time.

Using � asa tunableparameter, we cantradeoff lookuptime for fasterupdate
time and thus, tuneour algorithmto the requirementsof dominantservices.
For example,with ����� , we get a searchtime of ��� ��
 �

andupdatetime
of ��� � � �	�

, which aresuitablefor applicationsthatrequirefastsearchesand
reasonablyfastupdates.With ����� , thesearchtime is increasedto ��
 but
theupdatetime is reducedto ��� ���� ���

.

2. RELATED WORK

The problemof Layer 4 packet classificationhasreceived significantat-
tentionin the recentpast. Existing commercialimplementationsof firewalls
thatuselayer-3/4 filters oftenuselinearsearchandhencedo notscaleto large
databases.Cachingbasedapproachesarenot scalable,sinceeachcachemiss
requiresa linearsearchof thedatabase,whichcanbeabig bottleneck.

Amongotherrecentlyproposedschemes,Stiliadisetal. [9] presenttwo al-
gorithms:theirfirst schemeis hardwareorientedandrequireswidedatabuses.
It canhandlegeneralK-dimensionalfilters,but requires��� �����

spaceandex-
pensive hardware.Their secondalgorithmis a 2D schemethat is moreappro-
priatefor softwareimplementationbut it doesnot handlegeneralfilters. Also,
theworstcaseupdatetimeof boththeschemesis ��� ���

.
In [8], Srinivasanetal. presentafast2D scheme,calledGrid-of-Tries, with

��� �	�
spacerequirementandattractive worstcasesearchtime of ��� 
 �

. By
maintainingfour suchgrid-of-tries,they canhandle5-dimensionalfilters. The
worst-caseupdatetime of this schemeis also ��� �	�

andrequirescomplicated
lazyupdateschemesto improve averagecaseperformance.

Decasperet al. [3] presenta packet classificationschemebasedon finite
statemachines.Thisscheme,thoughfastfor lookups,requires��� �����

memory
andis thuscompletelyimpracticalfor thenumberof filters thatareexpectedin
thefuture.

A morerecentschemecalledTupleSpaceSearch[6] proposedbySrinivasan-
Suri-Varghesecanhandlearbitrarygeneralfilters,andhasfastupdatetime,but



its worst-caseboundsonboththesearchandupdatetimeareverypoor.
In recentyears,anew formof Content-AddressableMemories(CAM) called

ternaryCAMs have beenproposedfor usein packet classificationandrouting.
However, they suffer from highcost,largepower dissipation,and ��� ���

worst
caseupdatetime.

3. PACKET CLASSIFICATION, SPATIAL DECOM-
POSITION, AND QUADTREES

This sectionpresentsthe basicsof the packet classificationproblem,and
how toapproachit usingrecursivesearchspacedecomposition,andthequadtree
datastructure.

Overview of Packet ClassificationProblem

Beforewe discussour algorithms,we briefly review themultidimensional
packet classificationproblem[8]. We assumethat theroutermaintainsa filter
databaseor tablethatconsistsof

�
filters ����� � � �"!"!"!�� �$# , eachwith % fields

correspondingto the packet headerswhich it shouldmatch. In caseof IPv4
packets,fields suchas IP sourceaddress(SA, 32 bits), IP destinationaddress
(DA, 32 bits), protocol identificationnumber(PID, 8 bits), Type-of-Service
(TOS, 8 bits), andtransportprotocollevel source/destinationport (SP, DP, 16
bits each)have beenconsideredasrelevant fields. Eachof the headerfields
is assignedoneof the four matchtypes: exact match, wildcard match, prefix
match, andrange match. For anexactmatch,thefield in theheadermustcom-
pletelymatchthespecifiedfilter field. Wildcardmatchesallow thedatabaseto
containeithera fully specifiedfield or amatch-all(wildcard)symbol.In apre-
fix match,thepacket’s field mustmatchthefirst prefixlengthbitsof thefilter’s
field, wherethe prefix lengthis alsospecifiedin the filter. In a rangematch,
the valueof field in the packet headermust fall in the rangespecifiedin the
filter. Eachfilter hasassociatedaction that is taken whenthepacket matches
it. Consideran exampleof a 5-tuplefirewall filter (SA, DA, PID, SP, DP) =
�'&(&(&")+*���&"),&-*�� TCP, ./&(&(&")0!"!"!"12)()()-34��. � )()()05"5"5�6�)()()-3 � with associatedactionAl-
low thepacket. A packet ( &(&(&")0!"!"!2��&"),&(&(&$5"5"5 , TCP � � )()()7� � )()() ) matchesthis
filter andwill beallowed to passthroughthe routerbut ( &(&(&")0!"!"!2��&"),&(&(&$!"!"!2�
TCP, &")()�8+� � )()() ) doesnotmatchthefilter andhencewill bedropped,unlessit
matchesanotherfilter.

Our algorithmallows for matchingagainsta databaseof prefix pairsand
rangepairs,respectively. It canbeaugmentedin a straightforwardway to also



matchagainsta small numberof fields with wildcard matchesanda limited
numberof ranges.Due to spacelimitations, in the remainingdiscussion,we
exclusively focuson 2D prefix basedfilters. We will first describethe basic
ideasin our algorithm,namelythegeometricinterpretationof filters andhier-
archicalquadtreebasedrepresentationof decomposedspace.

SpaceDecompositionand Quadtrees
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Thegeometricinterpretationof 2Dfiltersformsthefoundationof ourscheme.
If 
 is maximumprefix length,a prefix filter canbeviewedasa rectanglein
the �(Z\[]�(Z searchspace.For example,a filter � � �4^_*�� `a* � , where ^ is
a b bit prefix and ` is a c bit prefix, canbe representedby a � Zedgf [h� Zidkj
rectangle.Figure1 illustratesthisusinganexampleof four filters lm� , l � , l�n ,
lpo with a maximumprefix length 
 � 6 . Herethe filter l � � �'&")()+*��q* � ,
representsa rectangleof size � � [	� o in thesearchspaceof size � o [	� o . An
incomingpacket with a fully specifiedsourceanddestinationaddress,defines
a point in the space.In the restof thepaper, we will usethe termsfilter and
rectangleaswell aspointandpacket interchangeably. Notethatin ageometric
representationof a generalfilter database,rectangles(filters) canpotentially
overlapandthepoint (packet) canthusbelongto multiple rectangles(filters).

In the fields of imageprocessing,computergraphics,and remotesens-
ing such2-dimensionalpoint andregion datais commonlyrepresentedusing
quadtrees.A quadtreeis a representationof a recursive partitioningof anad-
dressspacewhereregionsaresplit until thereis a constantamountof infor-
mationto bestoredin them. Severalvariantsof thebasicquadtreethatdiffer



in thetypeof datathey storeandthesemanticsof treeconstructionandsearch
have beenreportedin literature[5]. A basicquadtreeis a 4-waybranching
treethatrepresentsa recursive binarydecompositionof spacewhereinat each
level we divide a squaresubspaceinto four equalsizesquares– thenorth-east
(NE), north-west(NW), south-east(SE), andsouth-west(SW) quadrants.Each
node r in the treecorrespondsto a squarein the decompositionand its four
childrencorrespondto thefour sub-squaresobtainedby dividing thesquareof
r . Figure2 illustratesthisdecompositionscheme.
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In our basicpacket classificationscheme,thedecompositionis inducedby

asetof filters. Wecontinueto divideasquarerecursively usingbinarydecom-
positionuntil all packetsmappedto thatsquareareclassifiedby thesamefilter
andnomoredecompositionis required.Sincethecorrespondingquadtreerep-
resentssearchspace,every fixed point in the spacehasfixed locationin this
tree. Therefore,given a point’s coordinate,this datastructurewill help us
answerquestionssuchasdoesit belongto a specificareain thespace.Specif-
ically, startingat theroot of thetree,we canusesuccessive bits of the w andx

co-ordinatesof the point to make branchingdecisionsat the nodesalong
the searchpathterminatingat a leaf nodeandusethe informationthereinto
answerthequery. Theruntimeandnumberof memoryaccessesfor thissearch
areproportionalto theheight y of thequadtree.

However, thisnaiveschemehasthememoryexplosionproblem—
�

filters
in theworstcasecanleadto

���
space.In thenext sectionwepresentascheme

thatrequires��� �	�
space.

4. AREA-BASED QUAD TREES (AQT)

In thissection,wewill first describethekey insightthatleadsto theconcept
of acrossingfilter set(CFS) andthendescribethequadtreedatastructurecalled
Area-basedQuadTree(AQT) basedon this insight.



CrossingFilter Set(CFS)
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Ourkey insightis asfollows (ReferFigure 3): considerasquareA of size�2{|[��2{ in thequadtreesubdivision,anda filter � � �4^;� ` �

, where ^ is b bits
long, and ` is c bits long. Thereareseveral waysin which A andF canbe
inter-related:(a) If F andA aredisjoint, thenF is irrelevant to squareA (case
1). (b) If the rectangleF completelycontainsA, thenwe don’t needto pass
F down to nodesthat correspondto smallersquares.Of all the filters whose
rectanglescompletelycontainA, it sufficesto justkeeptrackof thelowestcost
filter. This happensif both b and c aresmallerthan } (case2). (c) If F lies
entirelyinsideA, thenof course,wecontinueto subdivideA andpassF down.
Thishappensif both b andc aregreaterthan } (case3). (d) Last,themostinter-
estingcaseis whenF falls in noneof thecasesconsideredsofar. In this case,
F intersectssquareA, but neithercontainstheothercompletely. Becauseour
filters areprefix filters, andsinceeachsquarein the quadtreedecomposition
hassize �2~$[	�2~ for some� , it follows easilythat therectangleF canintersect
A in only oneway — crossingA completelyin onedimension.Figure3 (4,
5, 6) shows variouscasesof overlapsto illustratethis point. Clearly, if bV��}
and c���} , thenF crossesA in the D dimension(case4, 6 (F1)). Cases5
and6(F2)arecomplimentarycasesin ^ dimension.In all thesecases,we say
that � f crossesA. We call the setof all filters that crossa given region A as
its CrossingFilter Set(CFS). We usethis basicideato constructa quadtree
representationof the searchspace,calledPacket ClassificationusingRecur-
sive Space-decomposition,(PACARS), asfollows (Figure4): Givena filter set
��` , startwith theroot of thetreethatcorrespondsto theentiresearchspace.
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Computethe CFS of the root andstoreit in a CrossingFilter SetDataStruc-
ture(CFSDS). Remove thesefilters from ��` andrecursively divide thesearch
spaceinto four children r+�"��r � ��r(n2��r-o . Computetheset ����r f � of filters thatare
completelycontainedin thespaceassociatedwith r f andthenrepeatthepro-
cessof computingCFS at r f . Do this recursively at each r f and its children
until thenode(region)underconsiderationhasonly oneor zerofiltersleft. The
methodof spacedecompositiondecidestheheight y of thequadtreeandtype
of thePACARS algorithm.Now, ourbasicalgorithmin theform of pseudo-code
is asfollows:

Algorithm 4.1 ConstructingthePACARS quadtree

1 r � InitQuadTreeRoot()
2 A(r) � Squarearea( �I���|�-� ) associatedwith r
3 F(r) � FD � //Thesetof inputfilters
4 C(r) � Setof filters in F(r) thatcrossA(r)
5 BuildCFSDS �4����� � ��� ��� � //Build acrossingfilter datastructureonC(r)
6 ����� � � ����� �U� ����� � � //RemoveC(r) filters from currentset
7 r � �7�
8 DivideA(v) into four childrensub-squares:�V���I�X���=�������q���=������ q� �¡�V���"¢"���
9 ����r f � � Filtersin F(v) thatlie entirelyin ������£C�

10 for b � & to 6 do
11 BuildCFSDS �4����r f � ��r f ��� �
12 ����r f � � ����r f �;� ����r f � �
13 if �¤����r f � �¥�§¦ �
14 then contin ue � // F(��£ ) is empty, donothing
15 else //F(� £ ) has ¨ª© filter, recursively computedecompositionfor � £
16 Recursefrom 8
17 fi
18 od



Themainnovel ideahereis theuseof crossingfilter sets.This ideaensures
that thememoryrequirementis ��� �	�

, becauseeachfilter F is storedexactly
once,atthehighestnodefor which � is acrossingfilter. Now, wewill describe
thecrossingfilter datastructure(CFSDS), andhow thequeryalgorithmworks.
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Considerwhata CFS setC(v) mustlook like (Figure5). Thefiltersof C(v)

canbe divided into two groups,CX(v) andCY(v). The former is the setof
filters thatcrossthesquareA(v) perpendicularto theX axis;andthesetY(v)
is thesetof filters thatcrossA(v) perpendicularto theY axis. In our example,
l�®-� lp¯ belongto CY(v), whereaslm� , l � , lpn , lpo belongto CX(v). We can
exploit this specialstructureof the CFS to efficiently find the filter matchat
eachnode. Observe that for eachCFS, we canproject the componentfilters
along w and

x
axis, andsince,the filters arespecifiedusingprefixes, these

projectionsarealsoprefixes.Thisthereforereducestheproblemof filter match
to problemof finding thebestmatchingprefix (BMP) along w and

x
axisand

selectingthe onecorrespondingto the high priority (lowestcost)filter. The
problemof findingbest-matching-prefixhasbeenwidely researched.We look
at threepossiblewaysto solve thisproblemateachCFS.

Store the prefixesin a binary trie: This approachreportedin [7] canfind a
BMP in ��� 
 �

timewith verysmallconstant,where 
 is themaximum
prefix length.

Binary search basedon prefix length: In this approachreportedin [10], a
modified binary searchis performedamongprefixes sortedusing the
lengthof theprefixes.Thisschemefindsa BMP in ���¤°²±(³ 
 �

time.

Binary search on prefix endpoints: Notethateachprefix w]* coversa range
of numbers.²��w�)05"5"5q) � !"!"!-��wh&$5"5"52& � 3 . Therefore,we canstore ´ pre-
fixesas � ´ numbersor keys. With eachkey we store,two prefix ids



— equalandless-than, which areusedto decidethematchingprefix if
the point/packet undersearchis equalto or less-thanthan the key un-
derconsideration.This formulationreducestheBMP problemto finding
thesuccessorelementwhich is thesmallestentrygreaterthanthesearch
value. If the key found exactly matchesthe key underconsideration,
the prefix ID storedin the equalfield definesthe most-specificor the
bestmatchingprefix. On theotherhand,if thesuccessorkey is greater
thanthe key underconsideration,the less-thanfield definesthe match-
ing prefix ID. Wecanusesimplebinarysearchto obtainthematchingor
successorkey andthus,solve theBMP problemin ���¤°²±(³ �	�

.

Now thatwehaveall theparts,wesummarizethesearchprocedure:Given
an incomingpacket µ � �4^;� ` �

, we form a locationcode ¶U· by interleaving
^ and ` bit strings.Thesearchbeginsat theroot of thequadtree.We initial-
ize a variable– ´a¸k¹'ºqy to remembertheleast-costfilter alongthesearchpath.
Startingat the mostsignificantbit (MSB), we usethe successive 2-bit values
of ¶ · to make thebranchingdecisionsat the nodesthat thesearchvisits. At
eachnode,the we searchthe CFS structurefor the bestmatching(least-cost
or highestpriority) filter »q¼�½�¹'¾ at thatnode. If thefilter matches‘better’ than
thefilter recordedin ´a¸¿¹'º"y , we replacevalueof ´a¸k¹=º"y with »?¼I½�¹�¾ andcon-
tinue.If weexhaustthebitsor reachaquadtreeleafnode,indicatingendof the
searchpath,thesearchis completeand ´a¸¿¹'º"y representsthefilter match.This
suggeststhatin thisnäıve formulationwecansolve filter matchingproblemin
���Cy�°²±(³ 
 �

or ���CyÀ°²±(³ �	�
.
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In thefollowing, wewill combinetheseideas,namelybinaryspacedecom-

positionandcrossingfilter sets(CFS), with a simpleway to form CFS setsand
formulateour completeschemecalledArea-basedQuadTree(AQT). Specifi-
cally, therootnodeof anAQT hasanareaof �(Ç][��(Ç associatedwith it, where



aseachof its 6 childrenhassquaresof area� Ç$d � [¥� Ç;d � associatedwith them.
In general,anodeat level b hasasquarewith anareaof �(Ç;dgf+[��(Ç$dgf associated
with it (therootnodeis at level ) ). Westorearectanglel ataquadtreenode,if
thesquareassociatedwith thenodeis thesmallestsquarethatfully containsl .
We canseethatevery filter passeddown to thenodeat level b hasat leastone
prefix of length b bits. This observation leadsto thefollowing rule for placing
filters in quadtreenodes:A rectanglel representedas ��wÉÈËÊq*�� x ÈTÌ�* � , whereÍ � is the lengthof the w prefix and Í � is the lengthof the

x
prefix, should

beplacedat a nodeat level b � ´ibKÎÏ� Í ��� Í � � . ThesquarêÏÐ � ��w f *�� x f * �
associatedwith this node,where w f (

x f ) is a prefix of w È Ê (
x È Ì ), represents

thesmallestsquarethat fully containstherectanglel . If 
 is themaximum
prefix length,we canseethattheworst-caseheightof thearea-basedquadtree
is 
 . Since,every filter is storedat only onenode,the spacecomplexity of
thisquadtreeis ��� �	�

.
Figure6 illustratesanexampleof an AQT with & � rectanglesconstructed

usingthis rule. In this figure,rectanglesin the form of verticalstrips lm� , l � ,
l n , l o , and horizontalstrips l �KÑ are fully containedin the squareof size� Ç [�� Ç andarethereforelistedat theroot of thequadtree.Similarly, south-
westquadrantof size �(Ç$d � [Ò�(Ç;d � containsrectanglesl�®2� lp¯ andhence,the
two arelistedat thenodereachedby bit string &")g� � � .

Optimizing the AverageCaseSearch Time

Severaloptimizationsarepossibleto improvetheaveragecaseperformance
of thenäıvesearchprocedure.Firstoptimizationthatreliesonpre-computation
is basedon following two simpleobservations: (1) Note that if a filter with
small areais fully containedin anotherlarger filter, the nodeat which the
smallerfilter is storedwill alwaysbeata lower level thanthethenodeatwhich
thelargerfilter is stored.(2) Also, if two filters have partial intersectionover-
lap, they arestoredeitherat the samenodeor differentnodes.We usethese
observationsto pre-computea variableMaxPriID at eachnode,which records
the ID of the highestpriority filter amongall filters found in a subtreerooted
at thenode. Whenthesearchvisits a node,beforesearchingits filter list, we
first checkif thepriority of thefilter currentlymatchedby thepartialsearchis
greaterthanMaxPriID. If it is, thenwe concludethatno higherpriority filters
exist in thesubtreerootedat thenodethatcanmatchthepacket underconsid-
eration.Sowe abortthesearchandreport ´a¸k¹=º"y asthebestfilter match,else
we continuethesearchalongthepathto a leaf node.Clearly, if this compar-
ison fails at eachnode,thesearchendsup visiting every nodealongthepath
to theleaf node.Therefore,this optimizationdoesnot improve theworstcase



performanceof ourbasicsearch.
However, it is possiblethatquadtreenodeswill beunevenlypopulatedwith

filter prefixesi.e. someof thenodesin thequadtreewill beemptyandconstitute
only branchingpointsin the tree,whereasotherswill containa large number
of prefixes. In factstudyof realroutingtableshasrevealedthatprefix lengths
arenot uniformly distributed but have peaksat lengths8, 16, and24 which
correspondto prefix lengthsof theoriginal ClassA, B, andC networks [10].
Thissuggeststhatwecanuse} �§Ó ormorebitsinsteadof justtwobitstomake
branchingdecisionat eachnode. This canreducethe worst casecomplexity
dramaticallyto ����� ��
ÕÔ } � °²±(³ ���

at thecostof increasingspacerequirement
by �2{ . However, it is still notcomparableto thesearchtimeof thestate-of-the-
art searchalgorithmssuchas[8, 9].

However, the AQT can take advantageof a well known techniquecalled
Fractional Cascading[2] to reducethe ��� 
 °²±(³ �	�

worst casesearchcom-
plexity to ��� 
×Ö °²±(³ �	�

, comparableto otheralgorithms.Also,since°²±(³ � �
 , theworstcasecomplexity is boundedby ��� ��
 �
. By combining} -bit trie

andfractionalcascading,we canreducethe worst casecomplexity further to
��� 
ÕÔ } Ö§
 �

. Thedetailsof applicationof fractionalcascadingto AQT are
notpresentedheredueto spacelimitationsandcanbefoundin [1].

5. EFFICIENT FILTER INSERTION AND
DELETIONS

In thissection,wediscussinsertion,deletionsor changesto afilter database
representedusingAQT quadtree.We will first presentanoverview of changes
to AQT datastructurethat arenecessaryto effect a filter insertionor deletion
andthenpresentour schemesto reducethe overheadsin implementingthese
changes.

Overview of Implications of Insert/Delete

Theinsertionof a new filter ��w]*�� x * � to a filter databaserepresentedby a
AQT requiresfollowing setof operations:

1. Find a quadtreenodeto which the filter belongs:Wefirst usethefilter
placementrule to find in ��� 
 �

time thesmallestsquarethatwill fully
containthis rectangle.This in turn definesthe nodein the quadtreeto
which this the new filter belongsto. If the nodedoesnot exist, a new
quadtreenodeis initializedandinserted.



2. Insert the prefixesin the projection lists: Theendpointsof the w andx
prefixesof this filter areinsertedto the list of prefix keys at thenode

usingordinarybinarysearchprocedure.

3. Updateequal and less-than fieldsof keys:Theinsertionof anew prefix
into the w and

x
prefixlistsat thenodecanaltertheequalandless-than

fieldsof eachkey in theprefix endpointlist at thenode.Sothesefields
mustbemodifiedconsistentto thenew prefix overlaps.This problemis
sameasinsertinganew prefix to a prefixdatabase[10].

4. Update the fractional cascadingstructure: Theadditionof new keys
to the prefix endpointlists alters the augmentedlists at the nodeand
possiblychangesthekeys thatneedto bepassedto theparents.

Clearly, Step1 in theprocedureabove canbeaccomplishedin ��� 
 �
time

whereasStep2 takesat themost °�±(³ÏÎ time if thenumberof keys in theaug-
mentedlist is Î ( Î is boundedby

�
and °²±(³ �

is boundedby 
 ). In thethird
step,in the worstcasewe mayhave to modify every existing key recordand
thus,mayrequire ��� ���

time. Note that in the laststep,passingnew keys to
parentlists canaltertheSuccessor-in -original-list informationfor potentially
all keys in thelist andthus,in theworstcasecantake ��� �	�

time. Therefore,
theworstcasecomplexity of insertsin thenäıve implementationis ��� �	�

.
Whenafilter is deleted,wefollow thecomplementof the4-stepprocessde-

scribedabove. In thefollowing wewill discusshow wecanreducecomplexity
of steps3 and4 above usingtheprefixpartitioning framework.

Prefix Partitions

The schemeintroducedbelow, RecursivePrefix Partitioning, reducesthe
costof prefix updatessignificantlyat a modestcostbeingpaidin searchtime.
Additionally, it offers a tunabletradeoff betweenthepenaltyincurredfor up-
datesandsearches,which makesit very convenientfor a wide rangeof appli-
cations.

BasicPartitioning

The ideaof prefix partitioningis to group
�

prefixesin a shallow treeof
height � insteadof a generalbinarytreeof height �¤ØIÙÚ� ���

. To understandthe
conceptandimplicationsof partitioning,we startwith �Û� & ie a singlelayer
of partitions.Wewill useasimpleexampleillustratedin Figure7 (a): Assume
an addressspaceof 4 bits with addressesrangingfrom 0 to 15. This space



alsocontainsnine prefixes, labeled ¸Ú& to º � . For the fractionalcascadingto
work, eachleft endpointof a rangecontainsthe informationwhat is covered
by prefixesin higherlayers.This is referredto asthe less-thanpointerandis
thedatathatrequiresupdatewhenever theclosestcoveringprefix is changed.

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

a1 a2

a3

b1

b3b2

c1

c2

c3

Prefix
Length

Range covered

4

3

2

1

0
new

a b cÜÃÝ=Þ
Simplepartitioningexample
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2

1

0

new

a b cÜÃß¤Þ
Partitionswith overlaps

Figure7 �,B4:=NIWVH-JMBCA4DPA4DF<?GIDYGI«@:=W�H-OYJXDFGI:�v

Assumethe prefix designatedÎ�¼ Í is inserted. Traditional approaches
would requiretheinsertprocedureto walk throughall theprefixesandcorrect
their less-thanpointer, takingup to

�
steps.The Prefix Partitioning scheme

groupstheseprefixestogether. Assumewe hadgroupedprefixes ¸T& to ¸ � in
group ¸ , prefixes »-& to » � in » , and º2& to º � in º . Note that the prefixes in
the grouparedisjoint andhence,we canstorea singleoverlappingprefix or
less-thanpointerinformationfor all of theminsteadof eachof them.Thus,in
this example,wewould rememberonly threesuchentries— onepergroupor
partition. This improvestheupdatetime from updatingeachentry to just up-
datingtheinformationcommonto thegroup. In our exampleabove (Figure7
(a)),whenaddingthe Î�¼ Í prefix,weseethatit entirelycoversthepartitionş ,
» and º . Thus,ourbasicschemeworkswell aslongasthepartitionboundaries
canbechosensothatnoprefix overlapsthemandthenew prefix coversentire
groups.

Consideronemoreexamplein Figure7 (b),wherepartitionA containspre-
fixes ¸g�"� ¸ � � ¸kn , partitionB containsprefixes »����M» � �M»?n andpartitionC contains
prefixes º � � º � � º n . Clearly, thepartitionboundariesnow overlap. Althoughin
this exampleit is possibleto find partitioningwithout overlaps,in a general
caseprefixesthatcover a largepartof theaddressspacewould severely limit
the ability to find enoughpartitions. In other words, in a generalcase,the
boundariesbetweenthe splits areno longerwell-defined;thereareoverlaps.
Thekey insight thatsolvesthis problemis asfollow: Insteadof introducinga
specialcasefor theseoverlaps,we observe thatonly the less-thanfield of the



key insertedfor theleft prefixendpointcontainsinformationabouttheenclos-
ing region. This startingaddressof therangecoveredby theprefix is thusthe
only relevantpart.Therefore,it is not necessaryto keepinformationaboutthe
coveredrangeandtheinformationaboutthestartingpoint is sufficient. Since
we only dealwith individual addressesnow, thereis no needto treatoverlaps
andpartitionscansplit thedatabaseatany arbitrarypoint. For easeof explana-
tion, we neverthelessdefinea rangefor thepartition,definedby theminimum
andmaximumstartingaddressof thecoveredprefixes.

Continuingourexampleabove(Figure7 (b)), whenaddingthe Î�¼ Í prefix,
we seethat it entirelycoversthepartitions ¸ , » andpartially covers º . For all
thefully coveredpartitions,weupdatethepartitions’BestMatch.Only for the
partially coveredpartitions,we needto processtheir individual elements.The
changesfor theless-thanpointersareoutlinedin bold in theTable1. Thereal
valueof the less-thanpointeris theentry’s value,if it is set,or thepartition’s
valueotherwise.If neithertheentrynortheentry’scontainingpartitioncontain
any information,asis thecasefor º � , thepacketdoesnotmatchaprefix(filter)
at this level.
à Ýqß'áYâ_ã;ä H�vIJMA4DFG-«æåk:'QCQ¤ÁÃç�è2JMGé�7<?DFG"A4:=B4Q

Entry
/Group

Old ê New ê
a1 — —
a2 a1 a1
a3 a2 a2
a — new

Entry
/Group

Old ê New ê
b1 a3 a3
b2 b1 b1
b3 b2 b2
b — new

Entry
/Group

Old ê New ê
c1 b2 b2
c2 c1 c1
c3 — —
c — —

Generalizingto ë partitionsof ¼ entrieseach,wecanseethatany prefixwill
cover at most ë partitions,requiringat most ë updates.Thanksto thestarting-
addressrule, all partitionsarenow disjoint. Thereforeat mosttwo partitions
canbepartially covered,oneat thestartof thenew prefix, oneat theend. In
a simple-mindedimplementation,at most ¼ entriesneedto beupdatedin each
of the split partitions. If more than ¼ Ô2� entriesrequireupdating,insteadof
updatingthe majority of entriesin this partition, it is alsopossibleto relabel
the containerandupdatethe minority to storethe container’s original value.
This reducestheupdateto atmost ¼ Ô2� perpartiallycoveredprefix,resultingin
aworst-casetotalof ë Öì� ¼ Ô2�m� ë Ö ¼ updates.

As ëe*À¼ waschosento be
�

, minimizing ë Ö ¼ resultsin ë � ¼ � � �
.

Thus,theoptimalsplittingsolutionis to split thedatabaseinto
� �

setsof
� �

entrieseach.Thisreducesupdatetimefrom ��� �	�
to ��� � �	�

attheexpenseof



at mosta singleadditionalmemoryaccessduringsearch.Thismemoryaccess
is neededonly if theentrydoesnot storeits own less-thanvalueandwe need
to revert to checkingthecontainer’s value.

Extensionsof this basicto multiple layersof partitioningandthe update
behavior aredescribedin moredetailin [10, 1].

6. PERFORMANCE ESTIMATION

Table2 shows the worst-caseupdateand searchtimes we expect to seefor
our algorithm when running on a typical processorusedin workstationsor
PCs. Ourcalculationsassumethattheprocessoraccessesarefrom 10nsSRAMs
which arecheapandwidely usedin PCs.Besidesthat,we assumeworstcase
conditions:No datacachehits in theprocessorimprove theperformance,and
thedatastructureis laid out in theworstpossiblecasewith almostall theen-
tries in a singlequadtreenodeat thebottomof the tree. All theseworst-case
assumptionsareveryunlikely to hold. We thereforeexpectreal-world average
performanceto beaboutanorderof magnitudebetter. Still, ournumberscom-
parewell with eventhesearchtimeresultsof theotherknown schemes.Please
notethattheworst-casesearchtime is independentof theactualdatabasesize.
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Update( ��
� �
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Search( ��
 ) !Y1-6(ð�½ &2! �(Ó ð�½ &2!Y8 � ð�½

7. CONCLUSIONS

A numberof resultson multi-dimensionalpacket classificationhave appeared
in recentyears.Someof themhave beengearedfor hardwareimplementation,
somefor software,all of themdelivering fastclassification,but noneof them
hasbeendesignedwith efficientupdatesin mind.

In thispaperwepresentedspaceandtimeefficientalgorithmfor fast-packet
filtering thatusespacedecompositionto efficiently representthesearchspace.
For

�
two-dimensionalfiltersspecifiedusingprefixesof upto 
 bitsin length,

ourArea-basedQuadtrees(AQT) datastructurerequires��� �	�
space,��� ��
 �



searchtime, and ��� ��
� ���
updatecomplexity. Both the averageandworst-

casesearchtimesandmemoryconsumptionarecomparableorbetterthanother
schemesknown in theliterature.Ouralgorithmclearlyoutperformsthemwhen
it comesto updatingthe databaseby insertingor deletingentries. Note that
usingwell-known approachessuchas lazy deletes, andmultibit tries, perfor-
manceof ourbasicschemescanbeimprovedevenfurther.

Wehavealsodevisedanalternatescheme,calledMedian-basedQuadTree
(MQT), thatsupportsarbitraryfiltersandefficientsearchandupdateoperations.
Oneof theapplicationsof thesealgorithmswearefocusingonis adynamically
adaptingfirewall, which is currentlybeingdevelopedandrequiressub-second
updatelatency.
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