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ABSTRACT

Paclet classificationis the problemof matchingeachincoming paclet at a
routeragainstadatabasef filters, which specifyforwardingrulesfor the pack-
ets. The filters are a powerful and uniform way to implementnen network
servicessuchasfirewalls, Network AddressTranslation(NAT), Virtual Private
Networks(vPN), andperflow or class-baseQuality of Service(Qos) guaran-
tees[4]. While severalschemesave beenproposedecentlythatcanperform
paclet classificatiorathigh speedsnoneof themachiezesfastworst-caseime
for addingor deletingfilters from the databasd3, 8, 9]. In this paper we
presenta nev scheme basedon spacedecompositionwhosesearchtime is
comparabldo the bestexisting schemesbut which alsooffersfastworst-case
filter updatetime. The threekey ideasin this algorithmare asfollows: (1)
innovative data-structurdasedon quadtreegor a hierarchicalrepresentation
of therecursvely decomposedearctspace(?2) fractionalcascadingndpre-
computatiorto improve pacletclassificationime, and(3) prefix partitioningto
improve updatetime. Dependingon the actualrequirement®f the systenthis
algorithmis deplo/edin, a singleparametery canbe usedto tradeof search
time for updatetime. Also, this algorithmis amenabldo fastsoftware and
hardwareimplementation.

1. INTRODUCTION

In recentyearsthe Internethastransformedrom a early day low speed
network connectingpredominantlyeducationainstitutionsto agaigantuarfast



growving commercialnfrastructure Thediverseusersof thelnternetnow range
from ordinaryhomeusersdownloadingrecipesto large corporationonduct-
ing sensitve transaction®ver the net. The expectationdn termsof security
privagy, performanceand reliability of thesediverseusersare dramatically
different. Realizingthis, InternetServiceProviders(1sP) areervisioning new
differentiatedhetwork serviceghatcanmeetdemandof the full spectrumof
clients.For example,a corporatiorthathasmultiple sitesmaywantto connect
its internalnetworks usingthe Internetbut requesstrict bandwidthanddelay
guaranteesindrequirethatall its paclets be encryptedasthey flow through
the Internet. To provide this new network service,commonlytermedas Vir-
tual Private Networks(vVPN), the routersmustbe able to recognizepaclets
originatingfrom or destinedo corporationsitesand procesgshemdifferently
than other paclets. However, 1P routersthat provide the best-efort Internet
serviceof todaydifferentiatepacletsbasednly onthe ip destinatioraddress,
theminimumrequiremento getthepaclet closerandcloserto its destination.
To realizea servicesuchasvpPN requiresthe routerto look at additionalnet-
work layerinformationsuchasthe sourceaddressprotocoltype,andtransport
protocolfields suchassource destinatiorports[8, 9]. This new paradigmfor
paclet forwardingbasedon network (ISO/OSlILayer 3) andtransport(Layer
4) level informationis termedas Layer 4 Forwarding or Layer 4 Switding
andis centralto realizationof new differentiatechetwork servicesuchasfire-
walls, Network AddressTranslationVirtual PrivateNetworks,andperflow or
class-base@uality of Service(Qos) guaranteesA routersupportingLayer4
Switchingmaintainsa tableof rulesfor classifyingpaclets,commonlycalled
filters. Eachrule alsohasan action item associatedvith it. Two important
aspect®f Layer4 paclet classificatiorare: (1) filter seach — classify/match
every incomingpaclet to alowestcost/highespriority filter andperformsthe
associatedctionon the paclet. (2) filter update— updatefilter tablein the
eventof afilter additionor deletion. To be readyfor the groving demandof
usersandisps, a Layer4 routermustbe performthefilter matchingoperation
atGigabitpersecondate.However, it is becomingncreasinglyevidentthatin
additionto this, servicesuchasfirewallsandNAT requiretherouterto support
insertionanddeletionof filters with sub-seconthteny. Unfortunately recent
paclet classificatioralgorithmsreportedn theliteratureonly supporfastfilter
searchandrequireprohibitively large updatetime that grows at leastlinearly
with thenumberof filters in the databaser evenrequirea completerekuild of
thelookup structure[8, 9, 3]. In addition,for afilter databasavith N entries,
someof thesealgorithms[3, 9] require O(N?) spacewhich is prohibitively
high.



Contributions

In this paperwe describea classof algorithmscalled(PACARS) — PAcket
ClassificationAlgorithmsusing Recursve Space-decompositiorendpresent
in detail a specificinstancecalled Area-basedQuad Tree (AQT). We focus
primarily on 2-dimensionaprefix basedfilters. However, our schemecanbe
extendedto multi-dimensionafilters usingwell knovn techniquesn [8].

For N two-dimensionafilters, our schemeequiresO(N) spaceO(aW')
worst-casesearchtime, andO(a ¥/N) worst-casaupdate(insert/delete}ime.
Usinga asatunableparameterwe cantradeof lookuptime for fasterupdate
time andthus, tune our algorithmto the requirement®f dominantservices.
For example,with @ = 2, we geta searchtime of O(2W) and updatetime
of O(2v/N), which aresuitablefor applicationghatrequirefastsearchesnd
reasonablyastupdates.With o = 3, the searchtime is increasedo 3W but
the updatetime is reducedo O(3v/N).

2. RELATED WORK

The problemof Layer 4 paclet classificationhasreceved significantat-
tentionin the recentpast. Existing commercialimplementation®f firewalls
thatuselayer3/4 filters oftenuselinearsearchandhencedo not scaleto large
databasesCachingbasedapproachesarenot scalable sinceeachcachemiss
requiresalinearsearchof the databaseyhich canbeabig bottleneck.

AmongotherrecentlyproposedchemesStiliadisetal. [9] presentwo al-
gorithms:theirfirst schemes hardwareorientedandrequireswide databuses.
It canhandlegeneraK-dimensionafilters, but requiresO(N?) spaceandex-
pensie hardvare. Their secondalgorithmis a 2D schemehatis moreappro-
priatefor softwareimplementatiorbut it doesnot handlegenerafilters. Also,
theworstcaseupdatetime of boththeschemess O(N).

In [8], Srinivasaretal. presentifast2D schemegalledGrid-of-Tries, with
O(N) spacerequirementndattractve worst casesearchtime of O(W). By
maintainingfour suchgrid-of-tries,they canhandle5-dimensionafilters. The
worst-casaipdatetime of this schemas alsoO(N) andrequirescomplicated
lazy updateschemeso improve averagecaseperformance.

Decaspeet al. [3] presenta paclet classificationschemebasedon finite
statemachinesThis schemethoughfastfor lookups requiresO(N?) memory
andis thuscompletelyimpracticalfor the numberof filtersthatareexpectedn
thefuture.

A morerecentschemealledTupleSpaceSearch6] proposedy Srinivasan-
Suri-Vamghesecanhandlearbitrarygeneralilters, andhasfastupdatetime, but



its worst-casdoundson boththe searchandupdatetime arevery poot

In recentyears anew form of Content-AddressablMemoriegcam) called
ternarycAms have beenproposedor usein paclet classificatiorandrouting.
However, they suffer from high cost,large power dissipationandO(N) worst
caseupdatetime.

3. PACKET CLASSIFICATION, SPATIAL DECOM-
POSITION, AND QUADTREES

This sectionpresentghe basicsof the paclet classificationproblem,and
how to approaclit usingrecursve searctspacalecompositionandthequadtree
datastructure.

Overview of Packet ClassificationProblem

Beforewe discussour algorithms,we briefly review the multidimensional
paclet classificatiorproblem[8]. We assumeahatthe routermaintainsa filter
databaser tablethatconsistof N filters Fi, Fs, ..., F, eachwith K fields
correspondingo the paclet headersvhich it shouldmatch. In caseof 1Pv4
paclets, fields suchasip sourceaddresgsa, 32 bits), P destinationraddress
(DA, 32 bits), protocol identificationnumber(PiD, 8 bits), Type-of-Service
(Tos, 8 bits), andtransportprotocollevel source/destinatioport (sp, DP, 16
bits each)have beenconsideredasrelevant fields. Eachof the headerfields
is assignedne of the four matchtypes: exact matd, wildcard matdy, prefix
matd, andrange matd. For anexactmatch thefield in theheademustcom-
pletely matchthe specifiedfilter field. Wildcard matchesallow the databasé¢o
containeitherafully specifiediield or amatch-all(wildcard)symbol.In apre-
fix match the paclet’s field mustmatchthefirst prefixlengthbits of thefilter’s
field, wherethe prefix lengthis alsospecifiedin thefilter. In a rangematch,
the value of field in the paclet heademustfall in the rangespecifiedin the
filter. Eachfilter hasassociatedctionthatis taken whenthe paclet matches
it. Consideran exampleof a 5-tuplefirewall filter (SA, DA, PID, SP, DP) =
(1110%,101%, TCP, [1110. .. 6000], [2000 - - - 4000]) with associatedctionAl-
low the padet A paclet (1110...,10111---, TCP, 2000, 3000) matcheghis
filter andwill be allowedto passthroughtherouterbut (1110...,10111...,
TCP, 1009, 3000) doesnot matchthefilter andhencewill bedroppedunlesst
matchesanothefilter.

Our algorithmallows for matchingagainsta databasef prefix pairsand
rangepairs,respectiely. It canbeaugmentedh a straightforvard wayto also



matchagainsta small numberof fields with wildcard matchesand a limited

numberof ranges.Dueto spacdimitations, in the remainingdiscussionwe
exclusively focuson 2D prefix basedfilters. We will first describethe basic
ideasin our algorithm,namelythe geometridnterpretatiorof filters andhier

archicalquadtredbasedepresentationf decomposedpace.

SpaceDecompositionand Quadtrees
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Figure 1 Geometric interpretation of filters: An example

Thegeometridnterpretatiorof 2D filtersformsthefoundationof ourscheme.
If W is maximumprefix length,a prefix filter canbe viewed asarectanglean
the 2"V x 2 searchspace.For example,afilter F = (S*, Dx), whereS is
ai bit prefixand D is a j bit prefix, canbe representethy a 2"V —¢ x 2W—J
rectangle Figurel illustratesthis usinganexampleof four filters Ry, Ry, R3,
R4 with a maximumprefix lengthW = 4. Herethefilter Ry = (100x, *),
represents rectangleof size2! x 2% in the searchspaceof size2* x 2¢. An
incomingpaclet with a fully specifiedsourceanddestinatioraddressdefines
a pointin the space.In the restof the papey we will usethe termsfilter and
rectangleaswell aspointandpacletinterchangeablyNotethatin ageometric
representationf a generalfilter databaserectangledfilters) can potentially
overlapandthe point (paclet) canthusbelongto multiple rectanglegfilters).

In the fields of image processingcomputergraphics,and remotesens-
ing such2-dimensionapoint andregion datais commonlyrepresentedsing
guadtreesA quadtreds arepresentationf a recursve partitioningof anad-
dressspacewhereregions are split until thereis a constantamountof infor-
mationto be storedin them. Several variantsof the basicquadtreghat differ



in thetype of datathey storeandthe semantic®f treeconstructiorandsearch
have beenreportedin literature[5]. A basicquadtrees a 4-way branding
treethatrepresents recursve binarydecompositiorof spacewvhereinateach
level we divide a squaresubspacénto four equalsizesquares- the north-east
(NE), north-west(Nw), south-eas{se), andsouth-wes{sw) quadrants Each
nodew in the tree correspondso a squarein the decompositiorandits four
childrencorrespondo thefour sub-squaresbtainedoy dividing the squareof
v. Figure2 illustratesthis decompositiorscheme.
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Figure 2 Recursive spatial decomposition

In our basicpaclet classificatiorschemethe decompositions inducedby
asetof filters. We continueto divide a squarerecursvely usingbinarydecom-
positionuntil all pacletsmappedo thatsquareareclassifiedby the samefilter
andno moredecompositioris required.Sincethe correspondingjuadtregep-
resentssearchspace gevery fixed point in the spacehasfixed locationin this
tree. Therefore,given a point’s coordinate,this datastructurewill help us
answemuestionsuchasdoesit belongto a specificareain the space Specif-
ically, startingat the root of thetree,we canusesuccessk bits of the X and
Y co-ordinatesof the point to make branchingdecisionsat the nodesalong
the searchpathterminatingat a leaf nodeand usethe informationthereinto
answetthequery Theruntimeandnumberof memoryaccessefor thissearch
areproportionato the heighth of the quadtree.

However, thisnaive scheméasthememoryexplosionproblem— N filters
in theworstcasecanleadto N2 spaceln thenext sectiorwe presenascheme
thatrequiresO(N) space.

4. AREA-BASED QUAD TREES (AQT)

In thissectionwewill firstdescribehekey insightthatleadsto theconcept
of acrossindfilter set(crFs) andthendescribeghequadtrealatastructurecalled
Area-baseuadTree(AQT) basedn thisinsight.



CrossingFilter Set(CFS)
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Figure 3 Filter overlaps

Ourkey insightis asfollows (ReferFigure 3): considera squareA of size
2k x 2F in the quadtreesubdvision, andafilter F = (S, D), whereS is i bits
long, and D is j bits long. Therearesereralwaysin which A andF canbe
interrelated:(a) If F andA aredisjoint, thenF is irrelevantto squareA (case
1). (b) If therectangleF completelycontainsA, thenwe dont needto pass
F down to nodesthat correspondo smallersquares.Of all the filters whose
rectanglegompletelycontainA, it sufficesto justkeeptrackof thelowestcost
filter. This happensf both: andj aresmallerthank (case2). (c) If F lies
entirelyinsideA, thenof coursewe continueto subdvide A andpass- down.
Thishappensf both: andj aregreatethank (case3). (d) Last,themostinter-
estingcaseis whenF falls in noneof the casesonsideredgofar. In this case,
F intersectssquareA, but neithercontainsthe othercompletely Becauseour
filters are prefix filters, and sinceeachsquarein the quadtreedecomposition
hassize2! x 2! for somel, it follows easilythatthe rectangleF canintersect
A in only oneway — crossingA completelyin onedimension. Figure3 (4,
5, 6) shaws variouscasef overlapsto illustratethis point. Clearly if ¢ > &
andj < k, thenF crossesA in the D dimension(case4, 6 (F1)). Casesb
and6(F2)arecomplimentarycasesn S dimension.In all thesecaseswe say
that F; crossesA. We call the setof all filters that crossa givenregion A as
its CrossingFilter Set(crs). We usethis basicideato constructa quadtree
representatiomnf the searchspace called Packet Classificationusing Recur
sive Space-decompositiofRACARS), asfollows (Figure4): Givenafilter set
F D, startwith theroot of the treethatcorrespondso the entiresearctspace.



Figure 4 Basic PACARS Data Structure

Computethe cFs of theroot andstoreit in a CrossingFilter SetData Struc-
ture (CFsDSs). Remwethesdfilters from F'D andrecursvely divide thesearch
spacanto four childrenwv, va, v3, v4. ComputethesetF (v;) of filtersthatare
completelycontainedn the spaceassociateavith v; andthenrepeatthe pro-
cessof computingcrs at v;. Do this recursvely at eachv; andits children
until thenode(region) underconsideratiomasonly oneor zerofiltersleft. The
methodof spacedecompositiordecideghe heighth of the quadtreeandtype
of thepacARs algorithm.Now, ourbasicalgorithmin theform of pseudo-code
is asfollows:

Algorithm 4.1 Constructinghe PACARS quadtee

r = InitQuadTreeRoot()

A(r) = Squarearea( 2" x 2") associateavith r

F(r) = FD; //Thesetof inputfilters

C(r) = Setof filtersin F(r) thatcrossA(r)

BuildCFSDS(C(r),r)); //Build acrossindfilter datastructureon C(r)
F(r) = F(r) — C(r); /IRemoe C(r)filters from currentset

v=r;

Divide A(v) into four childrensub-squaresd (v ), A(vz2), A(vs), A(vy);
9 F'(v;) = Filtersin F(v) thatlie entirelyin A(v;)

10 for i =1to 4 do

11 BuildCFSDS(C(v;), v;));

12 F(v;) = F(v;) — C(vi);

13 if (F(v;) == ¢)

N o o~ W N e

[ee]

14 then contin ue ; // F(v;) is empty do nothing

15 else //F(v;) has> 1 filter, recursvely computedecompositiorfor v;
16 Recursdrom 8

17 fi

18 od



Themainnovel ideahereis theuseof crossindilter sets.Thisideaensures
thatthe memoryrequirements O(N), becauseachfilter F is storedexactly
once,atthehighestodefor which F is acrossindfilter. Now, we will describe
thecrossindfilter datastructure(crsbs), andhow the queryalgorithmworks.
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Figure5 Crossing filter lookup

Considemwhata cFs setC(v) mustlook like (Figure5). Thefilters of C(v)
canbe divided into two groups,CX(v) andCY(v). The formeris the setof
filters thatcrossthe squareA(v) perpendiculato the X axis;andthesetY(v)
is the setof filtersthatcrossA(v) perpendiculato theY axis. In our example,
Rs, Rg belongto CY(v), whereasR;, Rs, R3, R4 belongto CX(v). We can
exploit this specialstructureof the cFs to efficiently find the filter matchat
eachnode. Obsere that for eachCFs, we canprojectthe componenfilters
along X andY axis, andsince,the filters are specifiedusing prefixes, these
projectionsarealsoprefixes. Thisthereforereduceshe problemof filter match
to problemof finding the bestmatchingprefix (BMP) along X andY axisand
selectingthe one correspondindo the high priority (lowestcost)filter. The
problemof finding best-matching-prefikasbeenwidely researchedWe look
atthreepossiblewaysto solwe this problemat eachcrs.

Store the prefixesin a binary trie: This approachreportedin [7] canfind a
BMPin O(W) time with very smallconstantwherel¥ is themaximum
prefixlength.

Binary search basedon prefix length: In this approachreportedin [10], a
modified binary searchis performedamongprefixes sortedusing the
lengthof the prefixes. This schemdindsaBmp in O(log W) time.

Binary seaich on prefix endpoints: Notethateachprefix X« coversarange
of numberg(X0---0)...(X1---1)]. Thereforewe canstorem pre-
fixesas2m numbersor keys. With eachkey we store,two prefix ids



— equalandless-thanwhich areusedto decidethe matchingprefix if
the point/paclet undersearchis equalto or less-tharthanthe key un-
derconsiderationThis formulationreduceghe MP problemto finding
thesuccessoelementvhichis the smallesentrygreateithanthe search
value. If the key found exactly matchesthe key underconsideration,
the prefix ID storedin the equalfield definesthe most-specificor the
bestmatchingprefix. On the otherhand,if the successokey is greater
thanthe key underconsiderationthe less-tharfield definesthe match-
ing prefix ID. We canusesimplebinarysearcho obtainthematchingor
successokey andthus,solve thesmPp problemin O(log N).

Now thatwe have all the parts,we summarizehe searctprocedure Given
anincomingpaclet P = (S, D), we form alocationcodeL,, by interlearing
S and D bit strings. The searchhagins at the root of the quadtree We initial-
ize avariable— match to remembetheleast-cosfilter alongthe searctpath.
Startingat the mostsignificantbit (MSB), we usethe successke 2-bit values
of L, to make the branchingdecisionsat the nodesthatthe searchvisits. At
eachnode,the we searchthe cFs structurefor the bestmatching(least-cost
or highestpriority) filter bestf atthatnode. If thefilter matchesbetter’ than
thefilter recordedn match, we replacevalueof match with bestf andcon-
tinue. If we exhaustthebits or reacha quadtredeafnode,indicatingendof the
searclpath,thesearchs completeandmatch representthefilter match.This
suggestshatin this nadive formulationwe cansolve filter matchingproblemin

O(hlogW) orO(hlog N).
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Figure 6 Area-based quadtree (AQT)

= R,

In thefollowing, we will combinethesadeasnamelybinaryspacedecom-
positionandcrossindfilter sets(crs), with a simpleway to form cFs setsand
formulateour completeschemecalled Area-basedQuadTree (AQT). Specifi-
cally, therootnodeof anAQT hasanareaof 2B x 2B associateavith it, where



aseachof its 4 childrenhassquare®f area2®~! x 28~1 associatesvith them.
In generalanodeatlevel i hasasquarewith anareaof 25— x 28~ associated
with it (therootnodeis atlevel 0). We storearectangleR ataquadtreenode,if
thesquareassociateavith thenodeis thesmallessquardhatfully containsR.
We canseethatevery filter passedionn to the nodeat level i hasat leastone
prefix of lengths bits. This obseration leadsto thefollowing rule for placing
filters in quadtreenodes:A rectangleR represente@s (X, *, Yy, *), where
wy is the lengthof the X prefix andws, is thelengthof theY prefix, should
be placedat a nodeat level i = min(wy,ws). ThesquareSQ = (X;*, Y;*)
associatedvith this node,whereX; (Y;) is a prefix of X,,, (Y,), represents
the smallestsquarethatfully containstherectangleR. If W is the maximum
prefixlength,we canseethatthe worst-casdeightof the area-baseduadtree
is W. Since,every filter is storedat only onenode,the spacecompleity of
this quadtreés O(N).

Figure6 illustratesan exampleof an AQT with 13 rectanglesonstructed
usingthisrule. In this figure, rectanglesn the form of vertical stripsR;, Rs,
R3, R4, andhorizontalstrips Ry are fully containedin the squareof size
28 x 2B andarethereforelisted at the root of the quadtree Similarly, south-
westquadranbf size28-! x 28-1 containsrectanglesks, Rg andhencethe
two arelisted atthenodereachedy bit string10(2).

Optimizing the AverageCaseSearch Time

Severaloptimizationsarepossiblgoimprove theaveragecaseperformance
of thenave searclprocedureFirstoptimizationthatrelieson pre-computation
is basedon following two simple obserations: (1) Note thatif a filter with
small areais fully containedin anotherlarger filter, the node at which the
smallerfilter is storedwill alwaysbeatalowerlevel thanthethenodeatwhich
thelargerfilter is stored.(2) Also, if two filters have partialintersectionover
lap, they arestoredeitherat the samenodeor differentnodes. We usethese
obsenrationsto pre-compute variableMaxPrilD at eachnode,which records
the 1D of the highestpriority filter amongall filters foundin a subtreerooted
at the node. Whenthe searchvisits a node,beforesearchingts filter list, we
first checkif the priority of thefilter currentlymatchedoy the partialsearchs
greatethanMaxPrilD. If it is, thenwe concludethatno higherpriority filters
exist in the subtreerootedat the nodethatcanmatchthe paclet underconsid-
eration.Sowe abortthe searchandreportmatch asthe bestfilter match,else
we continuethe searchalongthe pathto aleaf node. Clearly if this compar
isonfails at eachnode,the searchendsup visiting every nodealongthe path
to theleaf node. Therefore this optimizationdoesnot improve theworstcase



performancef our basicsearch.

However, it is possiblehatquadtreanodeswill beunersenly populatedvith
filter prefixesi.e. someof thenodesn thequadtreavill beemptyandconstitute
only branchingpointsin the tree,whereastherswill containa large number
of prefixes. In factstudyof realroutingtableshasrevealedthat prefix lengths
are not uniformly distributed but have peaksat lengths8, 16, and 24 which
correspondo prefix lengthsof the original ClassA, B, and C networks [10].
Thissuggestshatwe canusek = 8 or morebitsinsteadf justtwo bitsto make
branchingdecisionat eachnode. This canreducethe worst casecompleity
dramaticallyto O((2W/k) log N) atthe costof increasingspacerequirement
by 2%. However, it is still notcomparabléo thesearcrtime of the state-of-the-
artsearchalgorithmssuchasi[8, 9].

However, the AQT cantake adwantageof a well known techniquecalled
Fractional Cascading?2] to reducethe O(W log N) worst casesearchcom-
plexity to O(W +log N'), comparabléo otheralgorithms.Also, sincelog N <
W, theworstcasecompleity is boundedoy O(2W'). By combiningk-bit trie
andfractional cascadingwe canreducethe worst casecompleity furtherto
O(W/k + W). Thedetailsof applicationof fractionalcascadingo AQT are
not presentedheredueto spacdimitationsandcanbefoundin [1].

5. EFFICIENT FILTER INSERTION AND
DELETIONS

In thissectionwediscussnsertion,deletionsor changeso afilter database
representedsingAQT quadtree We will first presentanoverviewv of changes
to AQT datastructurdéhat are necessaryo effect a filter insertionor deletion
andthenpresentbour schemedo reducethe overheadsn implementingthese
changes.

Overview of Implications of Insert/Delete

Theinsertionof anew filter (X, Y ) to afilter databaseepresentetly a
AQT requiredfollowing setof operations:

1. Find aquadtreenodeto which the filter belongs:Wefirst usethefilter
placementule to find in O(WW) time the smallestsquarethatwill fully
containthis rectangle.This in turn definesthe nodein the quadtrego
which this the new filter belongsto. If the nodedoesnot exist, a new
quadtreenodeis initialized andinserted.



2. Insert the prefixesin the projection lists: Theendpointof the X and
Y prefixesof thisfilter areinsertedto thelist of prefix keys atthe node
usingordinarybinarysearchprocedure.

3. Updateequal andless-than fieldsof keys: Theinsertionof anew prefix
into the X andY prefixlistsatthenodecanaltertheequalandless-than
fields of eachkey in the prefix endpointlist atthe node. Sothesefields
mustbe modifiedconsistento the new prefix overlaps.This problemis
sameasinsertinga new prefixto a prefix databas§10].

4. Update the fractional cascadingstructure: The additionof new keys
to the prefix endpointlists altersthe augmentedists at the node and
possiblychangeshekeys thatneedto be passedo the parents.

Clearly Stepl in theprocedureabose canbeaccomplishedh O(W) time
whereasStep?2 takesat the mostlog n time if the numberof keys in the aug-
mentedist is n (n is boundedy N andlog N is boundedoy W). In thethird
step,in the worstcasewe may have to modify every existing key recordand
thus,may requireO(N) time. Notethatin thelaststep,passingnev keys to
parentlists canalterthe Successein -original-list informationfor potentially
all keys in thelist andthus,in theworstcasecantake O(N) time. Therefore,
theworstcasecompleity of insertsin thenave implementations O(N).

Whenafilter is deletedwe follow thecomplemenbf the4-stepprocessie-
scribedabore. In thefollowing we will discusshow we canreducecompleity
of steps3 and4 abore usingthe prefixpartitioning framework.

Prefix Partitions

The schemantroducedbelav, Recusive Prefix Partitioning, reduceshe
costof prefix updatessignificantlyat a modestcostbeingpaidin searchime.
Additionally, it offers a tunabletradeof betweenthe penaltyincurredfor up-
datesandsearchesyhich malesit very corvenientfor a wide rangeof appli-
cations.

BasicPartitioning

Theideaof prefix partitioningis to group N prefixesin a shallav tree of
heighta insteadof a generabinarytreeof heightlog(N). To understandhe
conceptandimplicationsof partitioning,we startwith o = 1 ie asinglelayer
of partitions.We will useasimpleexampleillustratedin Figure7 (a): Assume
an addressspaceof 4 bits with addressesangingfrom 0 to 15. This space



alsocontainsnine prefixes, labeledal to ¢3. For the fractional cascadingo
work, eachleft endpointof a rangecontainsthe informationwhatis covered
by prefixesin higherlayers. This is referredto asthe less-tharpointerandis
thedatathatrequiresupdatewhen&er the closestcovering prefixis changed.

Prefix Range covered
Length 0 1,2 3 4 5 6 7 8 9 10 11 12 13 14 15

4 '?T;'a- = 4 al b1 b 3_ 2 .
N\ i
(a) Simplepartitioningexample (b) Partitionswith overlaps

Figure 7 Prefix partitioning explained

Assumethe prefix designatedhew is inserted. Traditional approaches
would requiretheinsertprocedureo walk throughall the prefixesandcorrect
their less-tharpointer takingup to N steps. The Prefix Partitioning scheme
groupstheseprefixestogether Assumewe hadgroupedprefixesal to a3 in
groupa, prefixesbl to b3 in b, andcl to ¢3 in c. Note thatthe prefixesin
the grouparedisjoint andhence ,we can storea single overlappingprefix or
less-tharpointerinformationfor all of theminsteadof eachof them. Thus,in
this example , we would remembepnly threesuchentries— onepergroupor
partition. This improvesthe updatetime from updatingeachentryto just up-
datingthe informationcommonto the group. In our exampleabove (Figure7
(a)),whenaddingthenew prefix, we seethatit entirelycoversthepartitionsa,
b andc. Thus,our basicschemevorkswell aslong asthe partitionboundaries
canbe chosersothatno prefix overlapsthemandthe new prefix coversentire
groups.

Considelonemoreexamplein Figure7 (b), wherepartitionA containgre-
fixesa1, as, ag, partitionB containgorefixess, , b, bs andpartition C contains
prefixescy, ¢z, c3. Clearly the partitionboundariesiow overlap. Althoughin
this exampleit is possibleto find partitioningwithout overlaps,in a general
caseprefixesthatcover a large part of the addresspacewould severely limit
the ability to find enoughpartitions. In otherwords, in a generalcase,the
boundariedetweenthe splits are no longerwell-defined;thereare overlaps.
Thekey insightthatsolvesthis problemis asfollow: Insteadof introducinga
specialcasefor theseoverlaps,we obsenre thatonly the less-tharfield of the



key insertedfor theleft prefix endpointcontainanformationaboutthe enclos-
ing region. This startingaddres®f therangecoveredby the prefix is thusthe
only relevantpart. Thereforejt is not necessaryo keepinformationaboutthe
coveredrangeandthe informationaboutthe startingpoint is sufiicient. Since
we only dealwith individual addresserow, thereis no needto treatoverlaps
andpartitionscansplit the databasatary arbitrarypoint. For easeof explana-
tion, we neverthelesgslefinea rangefor the partition, definedby the minimum
andmaximumstartingaddres®f the coveredprefixes.

Continuingour exampleabove (Figure7 (b)), whenaddingthe new prefix,
we seethatit entirely coversthe partitionsa, b andpartially coversc. For all
thefully coveredpartitions we updatethe partitions’BestMatch. Only for the
partially coveredpartitions,we needto procesgheirindividual elementsThe
changedor the less-tharpointersareoutlinedin bold in the Table1. Thereal
value of the less-tharpointeris the entry’s value, if it is set,or the partition's
valueotherwise If neithertheentrynortheentry’s containingpartitioncontain
ary information,asis thecasefor ¢3, thepaclet doesnot matcha prefix (filter)
atthislevel.

Table 1 Updating Less-Than Pointers

Entry | Old< | New< Entry | Old< | New< Entry | Old< | New<
/Group /Group /Group

al — — bl a3 a3 cl b2 b2
a2 al al b2 bl bl c2 cl cl
a3 a2 a2 b3 b2 b2 c3 — —

a — new b — new c — —

Generalizingo p partitionsof e entrieseachwe canseethatary prefixwill
cover at mostp partitions,requiringat mostp updates.Thank® the starting-
addressule, all partitionsarenow disjoint. Thereforeat mosttwo partitions
canbe partially covered,oneat the startof the new prefix, oneattheend. In
a simple-mindedmplementationat moste entriesneedto be updatedn each
of the split partitions. If morethane/2 entriesrequireupdating,insteadof
updatingthe majority of entriesin this partition, it is alsopossibleto relabel
the containerand updatethe minority to storethe containers original value.
Thisreducesheupdateto atmoste/2 perpartially coveredprefix, resultingin
aworst-caseotal of p + 2e/2 = p + e updates.

As p * e waschoserto be N, minimizingp + e resultsin p = e = V/N.
Thus,theoptimalsplitting solutionis to split thedatabas@to v/ N setsof v N
entrieseach.Thisreducesipdatetime from O(N) to O(v/N) attheexpenseof



atmosta singleadditionalmemoryaccessluringsearch.This memoryaccess
is needednly if the entry doesnot storeits own less-tharnvalueandwe need
to revertto checkingthe containers value.

Extensionof this basicto multiple layersof partitioningand the update
behaior aredescribedn moredetailin [10, 1].

6. PERFORMANCE ESTIMATION

Table 2 shavs the worst-caseupdateand searchtimes we expectto seefor
our algorithmwhen running on a typical processomusedin workstationsor
pcs. Our calculationsassumehatthe processoaccessearefrom 10nSSRAMS
which arecheapandwidely usedin PCs. Besideghat, we assumeavorstcase
conditions:No datacachehits in the processoimprove the performanceand
the datastructureis laid outin the worst possiblecasewith almostall the en-
triesin a singlequadtreenodeat the bottomof the tree. All theseworst-case
assumptionarevery unlikely to hold. We thereforeexpectreal-world average
performanceo beaboutanorderof magnitudebetter Still, our numberscom-
parewell with eventhesearchime resultsof the otherknowvn schemesPlease
notethattheworst-casesearctime is independentf theactualdatabassize.

Table 2 Worst-case search and update times for PACARS

Update(a ¥/ N) a=2 a = 3X a=

N =10,000 3...4us | 1.2...1.8us A4....6us
N = 100,000 7...9us | 1.6...2.6us | .8...1.3us
N =1,000,000 | 20...30us 4...6ps | 1.5...24us
SearchaW) .64pus 1.28us 1.92us

7. CONCLUSIONS

A numberof resultson multi-dimensionapaclet classificatiorhave appeared
in recentyears.Someof themhave beengearedor hardwareimplementation,
somefor software, all of themdelivering fastclassificationjut noneof them
hasbeendesignedvith efficientupdatesn mind.

In this papemwe presentedpaceandtime efficientalgorithmfor fast-packt
filtering thatusespacedecompositiotio efficiently representhe searchspace.
For N two-dimensiondilters specifiedusingprefixesof upto W bitsin length,
our Area-baseduadtees(AQT) datastructurerequiresO(N) spaceD(aW')



searchtime, and O(a ¥/N) updatecompleity. Both the averageand worst-
casesearchtimesandmemoryconsumptiorarecomparabl@r betterthanother
schemeg&nown in theliterature.Ouralgorithmclearlyoutperformghemwhen
it comesto updatingthe databasdy insertingor deletingentries. Note that
usingwell-knowvn approachesuchaslazy deletes and multibit tries, perfor
manceof our basicschemesanbeimproved evenfurther

We have alsodevisedanalternateschemecalledMedian-base@QuadTree
(mQT), thatsupportsarbitraryfilters andefficient searcrandupdateoperations.
Oneof theapplicationof thesealgorithmswe arefocusingonis adynamically
adaptingdfirewall, whichis currentlybeingdevelopedandrequiressub-second
updatdateng.
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